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Summary

CVE CVE-2013-7382

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-17 19:55:00 UTC

Updated 2014-05-19 15:46:00 UTC

Description VICIDIAL dialer (aka Asterisk GUI client) 2.8-403a, 2.7, 2.7RC1, and earlier has a hardcoded password of donotedit for the (1) VDAD and (2) VDCL users, which makes it easier for remote attackers to obtain access.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vicidial Vicidial 2.7 - All All

Application Vicidial Vicidial 2.7 rc1 All All

Application Vicidial Vicidial 2.7 - All All

Application Vicidial Vicidial 2.7 rc1 All All

Application Vicidial Vicidial All 403a All All

References

Reference Source Link Tags

VICIdial Manager Send OS Command Injection EXPLOIT-DB www.exploit-db.com Exploit

oss-security - VICIDIAL 2.7 - SQL Injection, Command Injection MLIST www.openwall.com Exploit

VICIDIAL: Multiple Vulnerabilities - Adam Caudill MISC adamcaudill.com

oss-security - Re: VICIDIAL 2.7 - SQL Injection, Command Injection MLIST www.openwall.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2013-7382/mitre
https://cve.report/CVE-2013-7382/nist
https://cve.report/CVE-2013-7382/cve_org
https://cve.report/api/cve/CVE-2013-7382.json
https://cve.report/CVE-2013-7382.pdf
http://cve.report/vendor/vicidial
http://cve.report/software/vicidial/vicidial
http://cve.report/vendor/vicidial
http://cve.report/software/vicidial/vicidial
http://cve.report/vendor/vicidial
http://cve.report/software/vicidial/vicidial
http://cve.report/vendor/vicidial
http://cve.report/software/vicidial/vicidial
http://cve.report/vendor/vicidial
http://cve.report/software/vicidial/vicidial
http://www.exploit-db.com/exploits/29513
http://www.openwall.com/lists/oss-security/2013/10/23/10
https://adamcaudill.com/2013/10/23/vicidial-multiple-vulnerabilities/
http://www.openwall.com/lists/oss-security/2013/10/25/1
https://www.cve.org/CVERecord?id=CVE-2013-7382
https://nvd.nist.gov/vuln/detail/CVE-2013-7382


There are currently no legacy QID mappings associated with this CVE.
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