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Summary

CVE CVE-2013-7386

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-02 15:55:00 UTC

Updated 2023-11-07 02:18:00 UTC

Description Format string vulnerability in the PROJECT::write_account_file function in client/cs_account.cpp in BOINC, possibly 7.2.33, allows remote attackers to cause a denial of service (crash) or possibly execute arbitrary code via format string specifiers in the gui_urls item in an account file.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rom Walton Boinc 7.2.33 All All All

Application Rom Walton Boinc 7.2.33 All All All

References

Reference Source Link Tags

oss-security - Multiple vulnerabilities in BOINC MLIST www.openwall.com

[SECURITY] Fedora 20 Update: boinc-client-7.2.33-2.git1994cc8.fc20 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 19 Update: boinc-client-7.2.33-2.git1994cc8.fc19 FEDORA lists.fedoraproject.org

404 Not Found CONFIRM boinc.berkeley.edu Exploit, Patch

Bug 957795 – CVE-2013-7386 boinc-client: Format string flaw by writing account file CONFIRM bugzilla.redhat.com

404 Not Found boinc.berkeley.edu

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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