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Summary

CVE CVE-2013-7388

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-01 17:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description Heap-based buffer overflow in paintlib, as used in Trimble SketchUp (formerly Google SketchUp) before 2013 (13.0.3689), allows remote attackers to execute arbitrary code via a crafted RLE4-compressed bitmap (BMP). 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Sketchup 6.0 maintenance_6 All All

Application Google Sketchup 7.0 maintenance_1 All All

Application Google Sketchup 7.1 All All All

Application Google Sketchup 7.1 maintenance_1 All All

Application Google Sketchup 7.1 maintenance_2 All All

Application Google Sketchup 8.0 All All All

Application Google Sketchup 8.0 maintenance_1 All All

Application Google Sketchup 8.0 maintenance_2 All All

Application Google Sketchup 8.0 maintenance_3 All All

Application Google Sketchup 8.0 maintenance_4 All All

Application Google Sketchup 6.0 maintenance_6 All All

Application Google Sketchup 7.0 maintenance_1 All All

Application Google Sketchup 7.1 All All All

Application Google Sketchup 7.1 maintenance_1 All All

Application Google Sketchup 7.1 maintenance_2 All All

Application Google Sketchup 8.0 All All All

Application Google Sketchup 8.0 maintenance_1 All All
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Application Google Sketchup 8.0 maintenance_1 All All

Application Google Sketchup 8.0 maintenance_2 All All

Application Google Sketchup 8.0 maintenance_3 All All

Application Google Sketchup 8.0 maintenance_4 All All

Application Trimble Sketchup All maintenance_5 All All

References

Reference Source Link

Binamuse Blog: Multiple vulnerabilities on sketchup MISC blog.binamuse.com

Security Advisory SA53635 - SketchUp Memory Corruption and Buffer Overflow Vulnerabilities - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

www.binamuse.com/advisories/BINA-20130521B.txt MISC www.binamuse.com

Trimble Sketchup CVE-2013-3664 Stack Based Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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