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The Crypto API in the Linux kernel before 3.18.5 allows local users to load arbitrary kernel modules via a bind system call fc
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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 14.10 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Oracle Linux 5 - All All
Oracle Linux 6 - All All
Oracle Linux 7 - All All
Oracle Linux 5 - All All
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CVE Program record

NVD vulnerability detail

/]

oss-security - Re: CVE Request: Linux kernel crypto api unprivileged arbitrary module load

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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