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CVE CVE-2013-7423
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-24 15:59:00 UTC
Updated 2021-09-01 18:15:00 UTC
Description The send_dg function in resolv/res_send.c in GNU C Library (aka glibc or libc6) before 2.20 does not properly reuse file des

/ |
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Risk And Classification

Problem Types: CWE-17

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.10 All All All
Application Gnu Glibc All All All All
Application Gnu Glibc All All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.2 All All All
Operating System Redhat Enterprise Linux Server Aus 6.5 All All All
Operating System Redhat Enterprise Linux Server Aus 6.5 All All All
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Moxa Command Injection / Cross Site Scripting / Vulnerable Software =~ Packet Storm
openSUSE-SU-2015:0351-1: moderate: Security update for glibc

GNU C Library: Multiple vulnerabilities (GLSA 201602-02) — Gentoo Security

net: ResolvelPAddr triggers glibc bug writing to wrong fd - Issue #6336 - golang/go - GitHub
GNU glibc 'send_dg()' Function Local Information Disclosure Weakness

Red Hat Customer Portal

Full Disclosure: SEC Consult SA-20210901-0 :: Multiple vulnerabilities in MOXA devices
Red Hat Customer Portal

USN-2519-1: GNU C Library vulnerabilities | Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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