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The modern style negotiation in Network Block Device (nbd-server) 2.9.22 through 3.3 allows remote attackers to cause a ¢
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
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Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wouter Verhelst Nbd 2.9.22 All All All
Wouter Verhelst Nbd 2.9.23 All All All
Wouter Verhelst Nbd 2.9.24 All All All
Wouter Verhelst Nbd 2.9.25 All All All
Wouter Verhelst Nbd 293 All All All
Wouter Verhelst Nbd 294 All All All
Wouter Verhelst Nbd 295 All All All
Wouter Verhelst Nbd 2.9.6 All All All
Wouter Verhelst Nbd 297 All All All
Wouter Verhelst Nbd 2.9.8 All All All
Wouter Verhelst Nbd 299 All All All
Wouter Verhelst Nbd 3.0 All All All
Wouter Verhelst Nbd 3.1 All All All
Wouter Verhelst Nbd 3.1.1 All All All
Wouter Verhelst Nbd 3.2 All All All
Wouter Verhelst Nbd 3.3 All All All
Wouter Verhelst Nbd 2.9.22 All All All
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Application Wouter Verhelst Nbd 2.9.23
Application Wouter Verhelst Nbd 2.9.24
Application Wouter Verhelst Nbd 2.9.25
Application Wouter Verhelst Nbd 293
Application Wouter Verhelst Nbd 294
Application Wouter Verhelst Nbd 295
Application Wouter Verhelst Nbd 2.9.6
Application Wouter Verhelst Nbd 297
Application Wouter Verhelst Nbd 2.9.8
Application Wouter Verhelst Nbd 2.9.9
Application Wouter Verhelst Nbd 3.0
Application Wouter Verhelst Nbd 3.1
Application Wouter Verhelst Nbd 3.1.1
Application Wouter Verhelst Nbd 3.2
Application Wouter Verhelst Nbd 3.3
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Reference

USN-2676-1: NBD vulnerabilities | Ubuntu
oss-security - Re: CVE Request: nbd denial of service
nbd CVE-2013-7441 Denial of Service Vulnerability

Network Block Device / [Nbd] NBD server terminates on SIGPIPE during negotiation

Debian -- Security Information -- DSA-3271-1 nbd

oss-security - CVE Request: nbd denial of service
openSUSE-SU-2015:0994-1: moderate: Security update for nbd
CVE Program record

NVD vulnerability detail

1]

#781547 - nbd: CVE-2013-7441: server dies if client asks for a non-existing export - Debian Bug report logs

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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nbd-server: handle modern-style negotiation in a child process - NetworkBlockDevice/nbd@741495c - GitHub  CONFIRM
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