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Summary

CVE CVE-2013-7443

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-12 14:59:00 UTC

Updated 2016-11-28 19:10:00 UTC

Description Buffer overflow in the skip-scan optimization in SQLite 3.8.2 allows remote attackers to cause a denial of service (crash) via crafted SQL statements.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 15.04 All All All

Application Sqlite Sqlite 3.8.2 All All All

Application Sqlite Sqlite 3.8.2 All All All

References

Reference Source Link Tags

SQLite CVE-2013-7443 Local Denial of Service Vulnerability BID www.securityfocus.com

SQLite: View Ticket CONFIRM www.sqlite.org Exploit, Vendor Advisory

oss-security - CVE Request: SQLite array overrun in the skip-scan optimization MLIST www.openwall.com

USN-2698-1: SQLite vulnerabilities | Ubuntu UBUNTU ubuntu.com

SQLite: Check-in [ac5852d6] CONFIRM www.sqlite.org Exploit

oss-security - Re: CVE Request: SQLite array overrun in the skip-scan optimization MLIST www.openwall.com
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Bug #1448758 “memory corruption/crash in 64bit version of 3.8.2” : Bugs : sqlite3 package : Ubuntu CONFIRM bugs.launchpad.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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