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CVE-2013-7458

PUBLISHED

debian

CVE Program / NVD first with legacy fallback
2016-08-10 14:59:00 UTC

2026-05-06 22:30:45 UTC

linenoise, as used in Redis before 3.2.3, uses world-readable permissions for .rediscli_history, which allows local users to ¢

Risk And Classification

Primary CVSS: v3.0 3.3 LOW from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000330000 probability, percentile 0.096980000 (date 2026-05-15)
Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 3.3 LOW CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown
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https://cve.report/CVE-2013-7458/mitre
https://cve.report/CVE-2013-7458/nist
https://cve.report/CVE-2013-7458/cve_org
https://cve.report/api/cve/CVE-2013-7458.json
https://cve.report/CVE-2013-7458.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Application Redislabs Redis All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

add funcion to save history in private file by denisvm - Pull Request #122 - antirez/linenoise - GitHub af854a3a-2127-
redis/00-RELEASENOTES at 3.2 - antirez/redis - GitHub af854a3a-2127-
#832460 - redis: CVE-2013-7458: world-readable .rediscli_history file - Debian Bug report logs af854a3a-2127-
Function to save history as private file by default - Issue #121 - antirez/linenoise - GitHub af854a3a-2127-
openSUSE-SU-2016:1981-1: moderate: Security update for redis af854a3a-2127-
openSUSE-SU-2016:1980-1: moderate: Security update for redis af854a3a-2127-
Make history file private #3284 by denisvm - Pull Request #3322 - antirez/redis - GitHub af854a3a-2127-
redia-rli- nermiccinne when ananina hictary file . laaiie #3984 . antiraz/radia - GitHiih afRR4aRa-2197-



http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/antirez/linenoise/pull/122
https://github.com/antirez/redis/blob/3.2/00-RELEASENOTES
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=832460
https://github.com/antirez/linenoise/issues/121
http://lists.opensuse.org/opensuse-updates/2016-08/msg00030.html
http://lists.opensuse.org/opensuse-updates/2016-08/msg00029.html
https://github.com/antirez/redis/pull/3322
https://github.com/antirez/redis/issues/3284
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fixed redis-cli security issue with world readable history file by georgenicolaou - Pull Request #1418 - antirez/redis - GitHub  af854a3a-2127-

Debian -- Security Information -- DSA-3634-1 redis af854a3a-2127-
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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