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Summary

CVE CVE-2013-7484

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-30 02:15:00 UTC

Updated 2023-08-22 19:15:00 UTC

Description Zabbix before 5.0 represents passwords in the users table with unsalted MD5.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zabbix Zabbix 2.0.8 - All All

Application Zabbix Zabbix 4.4.0 alpha2 All All

Application Zabbix Zabbix 2.0.8 - All All

Application Zabbix Zabbix 4.4.0 alpha2 All All

References

Reference Source Link Tags

[SECURITY] [DLA 3538-1] zabbix security update MLIST lists.debian.org

[ZBXNEXT-1898] Strong cryptography for encoding frontend passwords - ZABBIX SUPPORT MISC support.zabbix.com Vendor Advisory

[ZBX-16551] Zabbix stores user passwords as MD5 hashes - ZABBIX SUPPORT MISC support.zabbix.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174907 SUSE Enterprise Linux Security Update for zabbix (SUSE-SU-2021:0990-1)
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