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CVE CVE-2014-0003
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-21 04:38:59 UTC
Updated 2026-05-06 22:30:45 UTC
Description The XSLT component in Apache Camel 2.11.x before 2.11.4, 2.12.x before 2.12.3, and possibly earlier versions allows remr

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Camel 1.0.0 All All All


https://cve.report/
https://cve.report/CVE-2014-0003/mitre
https://cve.report/CVE-2014-0003/nist
https://cve.report/CVE-2014-0003/cve_org
https://cve.report/api/cve/CVE-2014-0003.json
https://cve.report/CVE-2014-0003.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/camel
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Vendor Declared Affected Products

Source

CNA

Vendor

Na

Product

N/a

Version

affected n/a

Platforms

Not specified
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neierence [0urce

Red Hat Customer Portal af854a3a-:
Red Hat Customer Portal af854a3a-:
Red Hat Customer Portal af854a3a-:
camel.apache.org/security-advisories.data/CVE-2014-0003.txt.asc af854a3a-:
Pony Mail! af854a3a-:
Apache Camel CVE-2014-0003 Remote Code Execution Vulnerability af854a3a-:
Red Hat Customer Portal af854a3a-:
Pony Mail! af854a3a-:
Security Advisory SA57719 - Red Hat update for Red Hat JBoss BRMS - Secunia af854a3a-:
Security Advisory SA57716 - Red Hat update for Red Hat JBoss BPM Suite - Secunia af854a3a-:

Security Advisory SA57125 - Apache Camel XSLT XML External Entities and Arbitrary Code Execution Vulnerabilities - Secunia  af854a3a-z

Pony Mail! MITRE
Pony Mail! MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

2

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981052 Java (maven) Security Update for org.apache.camel:camel-core (GHSA-h6rp-8v4j-hwph)
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