CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-0016

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-0016

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-03-24 16:31:00 UTC

2017-01-26 20:00:00 UTC

stunnel before 5.00, when using fork threading, does not properly update the state of the OpenSSL pseudo-random numbe

| 1|

Risk And Classification

Problem Types: CWE-332

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Stunnel Stunnel 0.1 All All All
Stunnel Stunnel 1.0 All All All
Stunnel Stunnel 1.1 All All All
Stunnel Stunnel 1.2 All All All
Stunnel Stunnel 1.3 All All All
Stunnel Stunnel 1.4 All All All
Stunnel Stunnel 15 All All All
Stunnel Stunnel 1.6 All All All
Stunnel Stunnel 2.0 All All All
Stunnel Stunnel 2.1 All All All
Stunnel Stunnel 3.0 All All All
Stunnel Stunnel 3.0 b1 All All
Stunnel Stunnel 3.0 b2 All All
Stunnel Stunnel 3.0 b3 All All
Stunnel Stunnel 3.0 b4 All All
Stunnel Stunnel 3.0 b5 All All
Stunnel Stunnel 3.0 b6 All All
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