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The RAND_bytes function in libssh before 0.6.3, when forking is enabled, does not properly reset the state of the OpenSSL
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Libssh Libssh 0.4.7 All All All
Libssh Libssh 0.4.8 All All All
Libssh Libssh 0.5.0 All All All
Libssh Libssh 0.5.0 rci All All
Libssh Libssh 0.5.1 All All All
Libssh Libssh 0.5.2 All All All
Libssh Libssh 0.5.3 All All All
Libssh Libssh 0.5.4 All All All
Libssh Libssh 0.5.5 All All All
Libssh Libssh 0.6.0 All All All
Libssh Libssh 0.6.1 All All All
Libssh Libssh All All All All
Libssh Libssh 0.4.7 All All All
Libssh Libssh 0.4.8 All All All
Libssh Libssh 0.5.0 All All All
Libssh Libssh 0.5.0 rci All All
Libssh Libssh 0.5.1 All All All
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Application Libssh Libssh 0.5.2
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Application Libssh Libssh 0.5.4
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USN-2145-1: libssh vulnerability | Ubuntu

Debian -- Security Information -- DSA-2879-1 libssh

libssh 0.6.3 (Security release) at libssh - The SSH Library!

Security Advisory SA57407 - Ubuntu update for libssh - Secunia

Bug 1072191 — CVE-2014-0017 libssh: Improper initialization of PRNG after fork()
openSUSE-SU-2014:0366-1: moderate: libssh: reseed randomness on forking
openSUSE-SU-2014:0370-1: moderate: libssh: reseed randomness on forking
oss-security - libssh and stunnel PRNG flaws
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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