
CVE-2014-0032
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-0032

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-14 15:55:05 UTC

Updated 2026-04-29 01:13:23 UTC

Description The get_resource function in repos.c in the mod_dav_svn module in Apache Subversion before 1.7.15 and 1.8.x before 1.8.6, when SVNListParentPath is enabled, allows remote attackers to cause a denial of service (crash) via vectors related to the server root and request methods other than GET, as demonstrated by the "svn ls http://svn.example.com" command.

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

EPSS: 0.271050000 probability, percentile 0.964160000 (date 2026-05-10)

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial
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Application Apache Subversion 1.7.0 All All All

Application Apache Subversion 1.7.1 All All All

Application Apache Subversion 1.7.10 All All All

Application Apache Subversion 1.7.11 All All All

Application Apache Subversion 1.7.12 All All All

Application Apache Subversion 1.7.13 All All All

Application Apache Subversion 1.7.2 All All All

Application Apache Subversion 1.7.3 All All All

Application Apache Subversion 1.7.4 All All All

Application Apache Subversion 1.7.5 All All All

Application Apache Subversion 1.7.6 All All All

Application Apache Subversion 1.7.7 All All All

Application Apache Subversion 1.7.8 All All All

Application Apache Subversion 1.7.9 All All All

Application Apache Subversion 1.8.0 All All All

Application Apache Subversion 1.8.1 All All All

Application Apache Subversion 1.8.2 All All All

Application Apache Subversion 1.8.3 All All All

Application Apache Subversion 1.8.4 All All All

Application Apache Subversion 1.8.5 All All All

Application Apache Subversion All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Security Advisory SA61321 - Apple Xcode Subversion mod_dav_svn &quot;SVNListParentPath&quot; Denial of Service Vulnerability - Secunia

IBM X-Force Exchange

openSUSE-SU-2014:0307-1: moderate: subversion: 1.8.8 security and bugfix

Security Advisory SA60722 - Ubuntu update for subversion - Secunia

mail-archives.apache.org/mod_mbox/subversion-dev/201401.mbox/%3C871u0gqb0d.fsf%40ntlwo...

mail-archives.apache.org/mod_mbox/subversion-dev/201401.mbox/%3C52D328AB.8090502%40res...

About the security content of Xcode 6.0.1 - Apple Support

Segfault in mod_dav_svn with repositories on /
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Oracle Solaris Third Party Bulletin - October 2015

www.osvdb.org/102927

Security Advisory SA56822 - Apache Subversion mod_dav_svn &quot;SVNListParentPath&quot; Denial of Service Vulnerability - Secunia

[Apache-SVN] Revision 1557320

Subversion, Serf: Multiple Vulnerabilities (GLSA 201610-05) — Gentoo Security

Red Hat Customer Portal

openSUSE-SU-2014:0334-1: moderate: subversion to 1.7.16 to fix mod_dav_s

USN-2316-1: Subversion vulnerabilities | Ubuntu

svn.apache.org/repos/asf/subversion/tags/1.7.15/CHANGES

Apache Subversion 'mod_dav_svn' Module SVNListParentPath Denial of Service Vulnerability

svn.apache.org/repos/asf/subversion/tags/1.8.6/CHANGES

Re: Segfault in mod_dav_svn with repositories on /

Re: Segfault in mod_dav_svn with repositories on /

Segfault in mod_dav_svn with repositories on /

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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