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Summary

CVE CVE-2014-0041

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-02 15:55:00 UTC

Updated 2023-02-13 00:30:00 UTC

Description OpenStack Heat Templates (heat-templates), as used in Red Hat Enterprise Linux OpenStack Platform 4.0, sets sslverify to false for certain Yum repositories, which disables SSL protection and allows man-in-the-middle attackers to prevent updates via unspecified vectors.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Openstack 4.0 All All All

Application Redhat Openstack 4.0 All All All

References

Reference Source Link

access.redhat.com | CVE-2014-0041 MISC access.redhat.com

Bug #1267635 “security issues in heat templates” : Bugs : Heat Templates MISC bugs.launchpad.net

github.com/openstack/heat-templates/commit/65a4f8bebc72da71c616e2e378b7b... CONFIRM github.com

1059515 – (CVE-2014-0041) CVE-2014-0041 OpenStack openstack-heat-templates: use of HTTPS url and sslverify=false CONFIRM bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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