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Summary

CVE CVE-2014-0048

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-02 17:15:00 UTC

Updated 2023-03-01 02:59:00 UTC

Description An issue was found in Docker before 1.6.0. Some programs and scripts in Docker are downloaded via HTTP and then executed or used in unsafe ways.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Geode 1.12.0 All All All

Application Docker Docker All All All All

Application Docker Docker All All All All

References

Reference Source Link

oss-security - Re: 2 moderate (borderline low) docker flaws fixed in >=1.5 and possibly earlier MISC www.openwall.com

Pony Mail! MLIST lists.apache.org

oss-security - Re: 2 moderate (borderline low) docker flaws fixed in >=1.5 and possibly earlier MISC www.openwall.com

Bug 923958 – VUL-0: CVE-2014-0048: Docker: multiple files downloaded over HTTP and executed or used unsafely MISC bugzilla.suse.com

oss-security - Re: 2 moderate (borderline low) docker flaws fixed in >=1.5 and possibly earlier MISC www.openwall.com

Pony Mail! MISC lists.apache.org

CVE-2014-0048 MISC security-tracker.debian.org

1063550 – (CVE-2014-0048) CVE-2014-0048 Docker: multiple files downloaded over HTTP and executed or used unsafely MISC bugzilla.redhat.com

CVE-2014-0048 - Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2014-0048.pdf
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http://cve.report/software/apache/geode
http://cve.report/vendor/docker
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http://cve.report/vendor/docker
http://cve.report/software/docker/docker
http://www.openwall.com/lists/oss-security/2015/03/24/18
https://lists.apache.org/thread.html/rf1bbc0ea4a9f014cf94df9a12a6477d24a27f52741dbc87f2fd52ff2@%253Cissues.geode.apache.org%253E
http://www.openwall.com/lists/oss-security/2015/03/24/22
https://bugzilla.suse.com/show_bug.cgi?id=CVE-2014-0048
http://www.openwall.com/lists/oss-security/2015/03/24/23
https://lists.apache.org/thread.html/rf1bbc0ea4a9f014cf94df9a12a6477d24a27f52741dbc87f2fd52ff2%2540%253Cissues.geode.apache.org%253E
https://security-tracker.debian.org/tracker/CVE-2014-0048
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2014-0048
https://access.redhat.com/security/cve/cve-2014-0048
https://www.cve.org/CVERecord?id=CVE-2014-0048
https://nvd.nist.gov/vuln/detail/CVE-2014-0048


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

900005 CBL-Mariner Linux Security Update for moby-buildx 0.4.1

903086 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-buildx (4407)
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