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Summary

CVE CVE-2014-0053

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 23:55:00 UTC

Updated 2018-10-09 19:35:00 UTC

Description The default configuration of the Resources plugin 1.0.0 before 1.2.6 for Pivotal Grails 2.0.0 before 2.3.6 does not properly restrict access to files in the WEB-INF directory, which allows remote attackers to obtain sensitive information via a direct request. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gopivotal Grails 2.0.0 All All All

Application Gopivotal Grails 2.0.1 All All All

Application Gopivotal Grails 2.0.2 All All All

Application Gopivotal Grails 2.0.3 All All All

Application Gopivotal Grails 2.0.4 All All All

Application Gopivotal Grails 2.1.0 All All All

Application Gopivotal Grails 2.1.1 All All All

Application Gopivotal Grails 2.1.2 All All All

Application Gopivotal Grails 2.1.3 All All All

Application Gopivotal Grails 2.1.4 All All All

Application Gopivotal Grails 2.1.5 All All All

Application Gopivotal Grails 2.2.0 All All All

Application Gopivotal Grails 2.2.1 All All All

Application Gopivotal Grails 2.2.2 All All All

Application Gopivotal Grails 2.2.3 All All All

Application Gopivotal Grails 2.2.4 All All All

Application Gopivotal Grails 2.2.5 All All All

https://cve.report/
https://cve.report/CVE-2014-0053/mitre
https://cve.report/CVE-2014-0053/nist
https://cve.report/CVE-2014-0053/cve_org
https://cve.report/api/cve/CVE-2014-0053.json
https://cve.report/CVE-2014-0053.pdf
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails
http://cve.report/vendor/gopivotal
http://cve.report/software/gopivotal/grails


Application Gopivotal Grails 2.2.5 All All All

Application Gopivotal Grails 2.3.0 All All All

Application Gopivotal Grails 2.3.1 All All All

Application Gopivotal Grails 2.3.2 All All All

Application Gopivotal Grails 2.3.3 All All All

Application Gopivotal Grails 2.3.4 All All All

Application Gopivotal Grails 2.3.5 All All All

Application Gopivotal Grails 2.0.0 All All All

Application Gopivotal Grails 2.0.1 All All All

Application Gopivotal Grails 2.0.2 All All All

Application Gopivotal Grails 2.0.3 All All All

Application Gopivotal Grails 2.0.4 All All All

Application Gopivotal Grails 2.1.0 All All All

Application Gopivotal Grails 2.1.1 All All All

Application Gopivotal Grails 2.1.2 All All All

Application Gopivotal Grails 2.1.3 All All All

Application Gopivotal Grails 2.1.4 All All All

Application Gopivotal Grails 2.1.5 All All All

Application Gopivotal Grails 2.2.0 All All All

Application Gopivotal Grails 2.2.1 All All All

Application Gopivotal Grails 2.2.2 All All All

Application Gopivotal Grails 2.2.3 All All All

Application Gopivotal Grails 2.2.4 All All All

Application Gopivotal Grails 2.2.5 All All All

Application Gopivotal Grails 2.3.0 All All All

Application Gopivotal Grails 2.3.1 All All All

Application Gopivotal Grails 2.3.2 All All All

Application Gopivotal Grails 2.3.3 All All All

Application Gopivotal Grails 2.3.4 All All All

Application Gopivotal Grails 2.3.5 All All All

Application Gopivotal Grails-resources 1.0.0 All All All

Application Gopivotal Grails-resources 1.0.2 All All All

Application Gopivotal Grails-resources 1.1.0 All All All

Application Gopivotal Grails-resources 1.1.1 All All All

Application Gopivotal Grails-resources 1.1.2 All All All

Application Gopivotal Grails-resources 1.1.4 All All All
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Application Gopivotal Grails-resources 1.1.5 All All All

Application Gopivotal Grails-resources 1.1.6 All All All

Application Gopivotal Grails-resources 1.2.0 All All All

Application Gopivotal Grails-resources 1.2.1 All All All

Application Gopivotal Grails-resources 1.2.2 All All All

Application Gopivotal Grails-resources 1.2.3 All All All

Application Gopivotal Grails-resources 1.2.4 All All All

Application Gopivotal Grails-resources 1.2.5 All All All

Application Gopivotal Grails-resources 1.0.0 All All All

Application Gopivotal Grails-resources 1.0.2 All All All

Application Gopivotal Grails-resources 1.1.0 All All All

Application Gopivotal Grails-resources 1.1.1 All All All

Application Gopivotal Grails-resources 1.1.2 All All All

Application Gopivotal Grails-resources 1.1.4 All All All

Application Gopivotal Grails-resources 1.1.5 All All All

Application Gopivotal Grails-resources 1.1.6 All All All

Application Gopivotal Grails-resources 1.2.0 All All All

Application Gopivotal Grails-resources 1.2.1 All All All

Application Gopivotal Grails-resources 1.2.2 All All All

Application Gopivotal Grails-resources 1.2.3 All All All

Application Gopivotal Grails-resources 1.2.4 All All All

Application Gopivotal Grails-resources 1.2.5 All All All

References

Reference

IBM X-Force Exchange

Security Advisory SA56841 - Grails Resources Plugin Information Disclosure and Security Bypass Security Issues - Secunia

SecurityFocus

Ramsharan Shrestha na Twitterze: "@grailsframework This http://t.co/6EhQvKlZnT can be accessed. Same is the case with my grails application. How to prevent access on WEB-INF?"

20140227 Update: CVE-2014-0053 Information Disclosure when using Grails

CVE-2014-0053 Information Disclosure in Grails applications | Pivotal

20140219 CVE-2014-0053 Information Disclosure when using Grails

Pivotal Grails 'grails-resources' Plugin Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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