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CVE-2014-0060

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUSCNEPIAN Certain versions of Postgresgl from Postgresqgl contain the following
: vulnerability:

PostgreSQL before 8.4.20, 9.0.x before 9.0.16, 9.1.x before 9.1.12,
9.2.x before 9.2.7, and 9.3.x before 9.3.3 does not properly enforce the
ADMIN OPTION restriction, which allows remote authenticated
members of a role to add or remove arbitrary users to that role by
calling the SET ROLE command before the associated GRANT

command.

CVE-2014-0060 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (EMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK LoW
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

USN-2120-1: PostgreSQL vulnerabilities | Ubuntu | www.ubuntu.com | ® UBUNTU USN-2120-1

text/html

Debian -- Security Information -- DSA-2865-1 postgresql-9.1 (© DEBIAN DSA-2865

text/html

Red Hat Customer Portal & REDHAT RHSA-2014:0469

text/html
Not Archived

Red Hat Customer Portal & REDHAT RHSA-2014:0221

text/html



https://cve.report/
https://cve.report/CVE-2014-0060/mitre
https://cve.report/CVE-2014-0060/nist
https://cve.report/CVE-2014-0060/cve_org
https://cve.report/CVE-2014-60.pdf
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ubuntu.com/usn/USN-2120-1
http://www.debian.org/security/2014/dsa-2865
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2014-0469.html
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2014-0221.html

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2014:0211
text/html
Inactive Link"| Not Archived

NEOHAPSIS - Peace of Mind Through Integrity and Insight web.archive.org () APPLE APPLE-SA-2014-10-16-3
text/html
Inactive Link~ Not Archived

PostgreSQL: PostgreSQL 9.3.3, 9.2.7, 9.1.12, 9.0.16 and Vendor Advisory @ CONFIRM

8.4.20 released! www.postgresql.org www.postgresql.org/about/news/1506/
text/html

CVE-2014-0060 | Puppet puppet.com % CONFIRM puppet.com/security/cve/cve-
text/html 2014-0060

openSUSE-SU-2014:0368-1: moderate: postgresql: updates NS EETEINT 9 SUSE openSUSE-SU-2014:0368

t0 9.0.16 securit text/html

About the security content of OS X Server v3.2.1 - Apple support.apple.com & CONFIRM support.apple.com/kb/HT6448

Support text/html

About the security content of OS X Server v4.0 - Apple support.apple.com & CONFIRM support.apple.com/kb/HT6536

Support text/html

Debian -- Security Information -- DSA-2864-1 postgresql-8.4 [ NEET (© DEBIAN DSA-2864
Depreciated Link
text/html

20140220securityrelease - PostgreSQL wiki Vendor Advisory () CONFIRM
wiki.postgresql.org wiki.postgresql.org/wiki/20140220securityrelease
text/html

Security Advisory SA61307 - Apple OS X Server Multiple web.archive.org Y SECUNIA 61307

Vulnerabilities - Secunia text/html

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2014:0249
text/html
Inactive Link"| Not Archived

Oracle Critical Patch Update - October 2017 www.oracle.com O CONFIRM
text/html www.oracle.com/technetwork/security-
advisory/cpuoct2017-3236626.html

Juniper Networks - 2015-10 Security Bulletin: CTPView: kb.juniper.net & CONFIRM kb.juniper.net/InfoCenter/index?
Multiple Vulnerabilities in CTPView text/html page=content&id=JSA10705
openSUSE-SU-2014:0345-1: moderate: postgresql92: lists.opensuse.org 9 SUSE openSUSE-SU-2014:0345

update to 9.2.7 securit text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Postgresql Postgresql 8.4.1 All All All

Application Postgresql Postgresql 8.4.10 All All All
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cpe:2.3:a:postgresql:postgresql:8.4.1:***** "

Sk Lk ak kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.4.10:*:*:*

Lk Kk kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.4.12:*:*:*

Lk Lk ak kR akak.

cpe:2.3:a:postgresql:postgresql:8.4.13:*:** " :*:

sk ok ak kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.4.14:*:** ¥

sk ok akakakakak.

cpe:2.3:a:postgresql:postgresql:8.4.15:* %"

cpe:2.3:a:postgresqgl:postgresql:8.4.2:*:* " * "

cpe:2.3:a:postgresql:postgresql:8.4.3: " "

cpe:2.3:a:postgresqgl:postgresql:8.4.4: %" * "

cpe:2.3:a:postgresql:postgresql:8.4.5: %" "

cpe:2.3:a:postgresqgl:postgresql:8.4.6: %" "

cpe:2.3:a:postgresqgl:postgresql:8.4.7: """

cpe:2.3:a:postgresqgl:postgresql:8.4.8:*: " "

cpe:2.3:a:postgresql:postgresql:8.4.9: " ¥

cpe:2.3:a:postgresql:postgresql:9.0: " *::

cpe:2.3:a:postgresql:postgresql:9.0.1:* "

dkkakukkakak.

cpe:2.3:a:postgresql:postgresql:9.0.10:*: "

dkkakkakakuk.

cpe:2.3:a:postgresql:postgresql:9.0.11 %%

dkkakukakakak.

cpe:2.3:a:postgresql:postgresql:9.0.13:*:*:*:

9.2.6

9.3

9.3.1

9.3.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
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dk Lk ak Lk akakak.

cpe:2.3:a:postgresql:postgresql:9.0.14:*:*:**

Sk Rk Lk akakuk.

cpe:2.3:a:postgresql:postgresql:9.0.15:*:*:***:*:*:

cpe:2.3:a:postgresql:postgresql:9.0.2:*** "

cpe:2.3:a:postgresql:postgresql:9.0.3:*:** "

cpe:2.3:a:postgresql:postgresql:9.0.4: > *** "

cpe:2.3:a:postgresql:postgresql:9.0.5: *****:*:

cpe:2.3:a:postgresql:postgresql:9.0.6:*:***:**:*:

cpe:2.3:a:postgresql:postgresql:9.0.7:** "

cpe:2.3:a:postgresql:postgresql:9.0.8:*:*:*: "

cpe:2.3:a:postgresql:postgresql:9.0.9:******:*:

cpe:2.3:a:postgresql:postgresql:9.1:*:*:*:**:*:*:

cpe:2.3:a:postgresql:postgresql:9.1.1 " "

cpe:2.3:a:postgresqgl:postgresql:9.1.2:: " "

cpe:2.3:a:postgresql:postgresql:9.1.3:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.1.4:* %" * "

cpe:2.3:a:postgresqgl:postgresql:9.1.5: " "

cpe:2.3:a:postgresqgl:postgresql:9.1.6:*: " "

cpe:2.3:a:postgresql:postgresql:9.1.7: """

cpe:2.3:a:postgresqgl:postgresql:9.1.8:*: """

cpe:2.3:a:postgresqgl:postgresql:9.1.9:*: " "

ARk koK Lkakk,

cpe:2.3:a:postgresql:postgresql:9.2:*:*:****::

cpe:2.3:a:postgresql:postgresql:9.2.1: "

cpe:2.3:a:postgresql:postgresql:9.2.2:** " *

cpe:2.3:a:postgresql:postgresql:9.2.3:*:* "

cpe:2.3:a:postgresqgl:postgresql:9.2.4:***

cpe:2.3:a:postgresql:postgresql:9.2.5:* 7 *:

cpe:2.3:a:postgresql:postgresql:9.2.6:*:*:*:*:*:*:*:



ARk Lk ok akak k.

cpe:2.3:a:postgresql:postgresql:9.3:*:*:****:*:

cpe:2.3:a:postgresql:postgresql:9.3.1:*****
cpe:2.3:a:postgresql:postgresql:9.3.2: "
cpe:2.3:a:postgresql:postgresql:8.4.1:* "

cpe:2.3:a:postgresql:postgresql:8.4.10:*:

Lk Lk ak kR ok

cpe:2.3:a:postgresqgl:postgresql:8.4.11 7

Sk Rk kR akak.

cpe:2.3:a:postgresql:postgresql:8.4.12:*:*:*

Sk Kk kR akak.

cpe:2.3:a:postgresqgl:postgresql:8.4.14:*:** ¥

Sk Rk kR akak,

cpe:2.3:a:postgresqgl:postgresql:8.4.15:*:** ¥ "

dkakakk ok akak.

cpe:2.3:a:postgresql:postgresql:8.4.16:*:*:":*

cpe:2.3:a:postgresql:postgresql:8.4.2:*:* " * "

cpe:2.3:a:postgresql:postgresql:8.4.3:*: "

cpe:2.3:a:postgresqgl:postgresql:8.4.4: %" * "

cpe:2.3:a:postgresqgl:postgresql:8.4.5:* """

cpe:2.3:a:postgresqgl:postgresql:8.4.6:*: %" "

cpe:2.3:a:postgresqgl:postgresql:8.4.7: """

cpe:2.3:a:postgresql:postgresql:8.4.8:*: """

cpe:2.3:a:postgresqgl:postgresql:8.4.9:*: " "

cpe:2.3:a:postgresql:postgresql:9.0:*: "

cpe:2.3:a:postgresql:postgresql:9.0.1: "

dkakakakakakak.

cpe:2.3:a:postgresql:postgresql:9.0.10:*: "

dkkakukkakak.

cpe:2.3:a:postgresql:postgresql:9.0.11 %

dkukakkkakak.

cpe:2.3:a:postgresql:postgresql:9.0.12:*: %" ::

dkukakkkakak.

cpe:2.3:a:postgresql:postgresql:9.0.13:*: "



sk Lk ak ok akakak.

cpe:2.3:a:postgresql:postgresql:9.0.15:*:*:*:**:*::

cpe:2.3:a:postgresql:postgresql:9.0.2:**:**:*

cpe:2.3:a:postgresql:postgresql:9.0.3:*:** "

cpe:2.3:a:postgresql:postgresql:9.0.4: > "

cpe:2.3:a:postgresql:postgresql:9.0.5: * "

cpe:2.3:a:postgresql:postgresql:9.0.6:*:*:*:*:**:*:

cpe:2.3:a:postgresql:postgresql:9.0.7:* "

cpe:2.3:a:postgresql:postgresql:9.0.8:*:*:*:*:**:*:

cpe:2.3:a:postgresql:postgresql:9.0.9:** "

cpe:2.3:a:postgresql:postgresql:9.1:*:*:*:**:*:*:

cpe:2.3:a:postgresql:postgresql:9.1.1 " * "

dkakakakakakak.

cpe:2.3:a:postgresql:postgresql:9.1.10: %"

cpe:2.3:a:postgresqgl:postgresql:9.1.2: %" "

cpe:2.3:a:postgresql:postgresql:9.1.3:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.1.4: " * "

cpe:2.3:a:postgresqgl:postgresql:9.1.5: %" "

cpe:2.3:a:postgresql:postgresql:9.1.6:*: " "

cpe:2.3:a:postgresqgl:postgresql:9.1.7: %" "

cpe:2.3:a:postgresql:postgresql:9.1.8:*: " " "

cpe:2.3:a:postgresql:postgresql:9.1.9:: """

cpe:2.3:a:postgresql:postgresql:9.2:%:":* 7

cpe:2.3:a:postgresql:postgresql:9.2.1: "

cpe:2.3:a:postgresql:postgresql:9.2.2:** "

cpe:2.3:a:postgresql:postgresql:9.2.3:** " ¥

cpe:2.3:a:postgresqgl:postgresql:9.2.4:*** "

cpe:2.3:a:postgresql:postgresql:9.2.5:* 7 "

cpe:2.3:a:postgresql:postgresql:9.2.6:*:*:**:*

AnAD iatnnctaracalinactaracAl:Q Qe xRk ok ok k.
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cpe:2.3:a:postgresql:postgresql:9.3.1: "
cpe:2.3:a:postgresql:postgresql:9.3.2:*** "

cpe:2.3:a:postgresql:postgresql:*:*:*:*:***:*:

No vendor comments have been submitted for this CVE
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