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Summary

CVE CVE-2014-0064

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-31 14:58:00 UTC

Updated 2023-11-07 02:18:00 UTC

Description Multiple integer overflows in the path_in and other unspecified functions in PostgreSQL before 8.4.20, 9.0.x before 9.0.16, 9.1.x before 9.1.12, 9.2.x before 9.2.7, and 9.3.x before 9.3.3 allow remote authenticated users to have unspecified impact and attack vectors, which trigger a buffer overflow. NOTE: this identifier has been SPLIT due to different affected versions; use CVE-2014-2669 for the hstore vector.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 8.4.1 All All All

Application Postgresql Postgresql 8.4.10 All All All

Application Postgresql Postgresql 8.4.11 All All All

Application Postgresql Postgresql 8.4.12 All All All

Application Postgresql Postgresql 8.4.13 All All All

Application Postgresql Postgresql 8.4.14 All All All

Application Postgresql Postgresql 8.4.15 All All All

Application Postgresql Postgresql 8.4.16 All All All

Application Postgresql Postgresql 8.4.17 All All All

Application Postgresql Postgresql 8.4.18 All All All

Application Postgresql Postgresql 8.4.2 All All All

Application Postgresql Postgresql 8.4.3 All All All

Application Postgresql Postgresql 8.4.4 All All All

Application Postgresql Postgresql 8.4.5 All All All

Application Postgresql Postgresql 8.4.6 All All All

Application Postgresql Postgresql 8.4.7 All All All

Application Postgresql Postgresql 8.4.8 All All All
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Application Postgresql Postgresql 8.4.8 All All All

Application Postgresql Postgresql 8.4.9 All All All

Application Postgresql Postgresql 9.0 All All All

Application Postgresql Postgresql 9.0.1 All All All

Application Postgresql Postgresql 9.0.10 All All All

Application Postgresql Postgresql 9.0.11 All All All

Application Postgresql Postgresql 9.0.12 All All All

Application Postgresql Postgresql 9.0.13 All All All

Application Postgresql Postgresql 9.0.14 All All All

Application Postgresql Postgresql 9.0.15 All All All

Application Postgresql Postgresql 9.0.2 All All All

Application Postgresql Postgresql 9.0.3 All All All

Application Postgresql Postgresql 9.0.4 All All All

Application Postgresql Postgresql 9.0.5 All All All

Application Postgresql Postgresql 9.0.6 All All All

Application Postgresql Postgresql 9.0.7 All All All

Application Postgresql Postgresql 9.0.8 All All All

Application Postgresql Postgresql 9.0.9 All All All

Application Postgresql Postgresql 9.1 All All All

Application Postgresql Postgresql 9.1.1 All All All

Application Postgresql Postgresql 9.1.10 All All All

Application Postgresql Postgresql 9.1.11 All All All

Application Postgresql Postgresql 9.1.2 All All All

Application Postgresql Postgresql 9.1.3 All All All

Application Postgresql Postgresql 9.1.4 All All All

Application Postgresql Postgresql 9.1.5 All All All

Application Postgresql Postgresql 9.1.6 All All All

Application Postgresql Postgresql 9.1.7 All All All

Application Postgresql Postgresql 9.1.8 All All All

Application Postgresql Postgresql 9.1.9 All All All

Application Postgresql Postgresql 9.2 All All All

Application Postgresql Postgresql 9.2.1 All All All

Application Postgresql Postgresql 9.2.2 All All All

Application Postgresql Postgresql 9.2.3 All All All

Application Postgresql Postgresql 9.2.4 All All All

Application Postgresql Postgresql 9.2.5 All All All
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Application Postgresql Postgresql 9.2.6 All All All

Application Postgresql Postgresql 9.3 All All All

Application Postgresql Postgresql 9.3.1 All All All

Application Postgresql Postgresql 9.3.2 All All All

Application Postgresql Postgresql 8.4.1 All All All

Application Postgresql Postgresql 8.4.10 All All All

Application Postgresql Postgresql 8.4.11 All All All

Application Postgresql Postgresql 8.4.12 All All All

Application Postgresql Postgresql 8.4.13 All All All

Application Postgresql Postgresql 8.4.14 All All All

Application Postgresql Postgresql 8.4.15 All All All

Application Postgresql Postgresql 8.4.16 All All All

Application Postgresql Postgresql 8.4.17 All All All

Application Postgresql Postgresql 8.4.18 All All All

Application Postgresql Postgresql 8.4.2 All All All

Application Postgresql Postgresql 8.4.3 All All All

Application Postgresql Postgresql 8.4.4 All All All

Application Postgresql Postgresql 8.4.5 All All All

Application Postgresql Postgresql 8.4.6 All All All

Application Postgresql Postgresql 8.4.7 All All All

Application Postgresql Postgresql 8.4.8 All All All

Application Postgresql Postgresql 8.4.9 All All All

Application Postgresql Postgresql 9.0 All All All

Application Postgresql Postgresql 9.0.1 All All All

Application Postgresql Postgresql 9.0.10 All All All

Application Postgresql Postgresql 9.0.11 All All All

Application Postgresql Postgresql 9.0.12 All All All

Application Postgresql Postgresql 9.0.13 All All All

Application Postgresql Postgresql 9.0.14 All All All

Application Postgresql Postgresql 9.0.15 All All All

Application Postgresql Postgresql 9.0.2 All All All

Application Postgresql Postgresql 9.0.3 All All All

Application Postgresql Postgresql 9.0.4 All All All

Application Postgresql Postgresql 9.0.5 All All All

Application Postgresql Postgresql 9.0.6 All All All

Application Postgresql Postgresql 9.0.7 All All All
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Application Postgresql Postgresql 9.0.7 All All All

Application Postgresql Postgresql 9.0.8 All All All

Application Postgresql Postgresql 9.0.9 All All All

Application Postgresql Postgresql 9.1 All All All

Application Postgresql Postgresql 9.1.1 All All All

Application Postgresql Postgresql 9.1.10 All All All

Application Postgresql Postgresql 9.1.11 All All All

Application Postgresql Postgresql 9.1.2 All All All

Application Postgresql Postgresql 9.1.3 All All All

Application Postgresql Postgresql 9.1.4 All All All

Application Postgresql Postgresql 9.1.5 All All All

Application Postgresql Postgresql 9.1.6 All All All

Application Postgresql Postgresql 9.1.7 All All All

Application Postgresql Postgresql 9.1.8 All All All

Application Postgresql Postgresql 9.1.9 All All All

Application Postgresql Postgresql 9.2 All All All

Application Postgresql Postgresql 9.2.1 All All All

Application Postgresql Postgresql 9.2.2 All All All

Application Postgresql Postgresql 9.2.3 All All All

Application Postgresql Postgresql 9.2.4 All All All

Application Postgresql Postgresql 9.2.5 All All All

Application Postgresql Postgresql 9.2.6 All All All

Application Postgresql Postgresql 9.3 All All All

Application Postgresql Postgresql 9.3.1 All All All

Application Postgresql Postgresql 9.3.2 All All All

Application Postgresql Postgresql All All All All

References
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PostgreSQL CVE-2014-0064 Multiple Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com
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Red Hat Customer Portal REDHAT rhn.redhat.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE archives.neohapsis.com

Red Hat Customer Portal MISC access.redhat.com

PostgreSQL: Security Information CONFIRM www.postgresql.org Vendor Advisory

Red Hat Customer Portal MISC access.redhat.com

PostgreSQL: PostgreSQL 9.3.3, 9.2.7, 9.1.12, 9.0.16 and 8.4.20 released! CONFIRM www.postgresql.org Vendor Advisory

access.redhat.com | CVE-2014-0064 MISC access.redhat.com

Predict integer overflow to avoid buffer overruns. · postgres/postgres@31400a6 · GitHub CONFIRM github.com

openSUSE-SU-2014:0368-1: moderate: postgresql: updates to 9.0.16 securit SUSE lists.opensuse.org

About the security content of OS X Server v3.2.1 - Apple Support CONFIRM support.apple.com

Red Hat Customer Portal MISC access.redhat.com

About the security content of OS X Server v4.0 - Apple Support CONFIRM support.apple.com

Debian -- Security Information -- DSA-2864-1 postgresql-8.4 DEBIAN www.debian.org

20140220securityrelease - PostgreSQL wiki CONFIRM wiki.postgresql.org

Security Advisory SA61307 - Apple OS X Server Multiple Vulnerabilities - Secunia SECUNIA secunia.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Oracle Critical Patch Update - October 2017 CONFIRM www.oracle.com

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM kb.juniper.net

openSUSE-SU-2014:0345-1: moderate: postgresql92: update to 9.2.7 securit SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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