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The cifs_iovec_write function in fs/cifs/file.c in the Linux kernel through 3.13.5 does not properly handle uncached write ope
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Eus 6.5 All All All
Redhat Enterprise Linux Eus 6.5 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server Aus 6.5 All All All
Redhat Enterprise Linux Server Aus 6.5 All All All
Redhat Enterprise Linux Server Tus 6.5 All All All
Redhat Enterprise Linux Server Tus 6.5 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Suse Linux Enterprise Desktop 11 sp3 All All
Suse Linux Enterprise Desktop 11 sp3 All All
Suse Linux Enterprise Server 11 - All All
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Operating System Suse Linux Enterprise Server 11 sp3 All All
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Operating System Suse Linux Enterprise Server 11 - All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Reference Source Link
[security-announce] SUSE-SU-2014:0459-1: important: Security update for SUSE lists.opensuse.c
cifs: ensure that uncached writes handle unmapped areas correctly - torvalds/linux@5d81de8 - GitHub CONFIRM github.com
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
Red Hat Customer Portal REDHAT  rhn.redhat.com
oss-security - CVE-2014-0069 -- kernel: cifs: incorrect handling of bogus user pointers during uncached writes ~ MLIST www.openwall.c

Bug 1064253 — CVE-2014-0069 kernel: cifs: incorrect handling of bogus user pointers during uncached writes  CONFIRM  bugzilla.redhat.

Gmane -- Mail To News And Back Again MLIST article.gmane.o
Linux Kernel '/fs/cifs/file.c’ Local Memory Corruption Vulnerability BID www.securityfor
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

907964 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (34154-1)
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