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CVE CVE-2014-0072
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Published 2017-10-30 19:29:00 UTC
Updated 2023-11-07 02:18:00 UTC
Description ios/CDVFileTransfer.m in the Apache Cordova File-Transfer standalone plugin (org.apache.cordova.file-transfer) before 0.4

1|

Type Vendor Product Version Update Edition Language
Application Apache Cordova All All All All
Application Apache Cordova File Transfer All All All All

References

2

1]

Reference Source

0140304 [CVE-2014-0072] Apache Cordova File-Transfer insecure defaults BUGTRAQ

[CVE-2014-0072] Apache Cordova File-Transfer insecure defaults
[CVE-2014-0072] Apache Cordova File-Transfer insecure defaults MLIST
Full Disclosure: [CVE-2014-0072] Apache Cordova File-Transfer insecure defaults FULLDISC

Fix default value for trustAllHosts on iOS (YES->NO) - apache/cordova-plugin-file-transfer@ai1d6fcO - GitHub  CONFIRM

IBM X-Force Exchange XF
Cordova InAppBrowser Remote Privilege Escalation | dead && end MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
www.securityfoc
mail-archives.ap
mail-archives.ap
seclists.org
github.com
exchange.xforce
d3adend.org
www.cve.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2014-0072/mitre
https://cve.report/CVE-2014-0072/nist
https://cve.report/CVE-2014-0072/cve_org
https://cve.report/api/cve/CVE-2014-0072.json
https://cve.report/CVE-2014-0072.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/cordova
http://cve.report/vendor/apache
http://cve.report/software/apache/cordova_file_transfer
http://www.securityfocus.com/archive/1/531335/100/0/threaded
https://mail-archives.apache.org/mod_mbox/cordova-dev/201403.mbox/%253CCAK_TSXKL9JtkehHC0jEoRwdvVKXt-d5uj40EwNY-Gk3ttX=wJw%2540mail.gmail.com%253E
https://mail-archives.apache.org/mod_mbox/cordova-dev/201403.mbox/%253CCAK_TSXKL9JtkehHC0jEoRwdvVKXt-d5uj40EwNY-Gk3ttX=wJw@mail.gmail.com%253E
http://seclists.org/fulldisclosure/2014/Mar/29
https://github.com/apache/cordova-plugin-file-transfer/commit/a1d6fc07e8a40c1b2b16f4103c403b30e1089668
https://exchange.xforce.ibmcloud.com/vulnerabilities/91561
http://d3adend.org/blog/?p=403
https://www.cve.org/CVERecord?id=CVE-2014-0072
https://nvd.nist.gov/vuln/detail/CVE-2014-0072

There are currently no legacy QID mappings associated with this CVE.
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