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CVE CVE-2014-0074
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-06 14:55:00 UTC
Updated 2014-10-07 14:16:00 UTC
Description Apache Shiro 1.x before 1.2.3, when using an LDAP server with unauthenticated bind enabled, allows remote attackers to t
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Shiro 1.0.0 All All All

Application Apache Shiro 1.1.0 All All All

Application Apache Shiro 1.2.0 All All All

Application Apache Shiro 1.2.1 All All All

Application Apache Shiro 122 All All All

Application Apache Shiro 1.0.0 All All All

Application Apache Shiro 1.1.0 All All All

Application Apache Shiro 1.2.0 All All All

Application Apache Shiro 1.2.1 All All All

Application Apache Shiro 1.2.2 All All All

Reference Source Link T
Full Disclosure: [Announce] Apache Shiro 1.2.3 Released - Security Advisory FULLDISC seclists.org
[SHIRO-460] Active Directory succeeds even if the user name and password is not passed. - ASF JIRA  MISC issues.apache.org E
Red Hat Customer Portal REDHAT  rhn.redhat.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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