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Summary

CVE CVE-2014-0087

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-11 16:29:00 UTC

Updated 2023-02-13 00:31:00 UTC

Description The check_privileges method in vmdb/app/controllers/application_controller.rb in ManageIQ, as used in Red Hat CloudForms Management Engine (CFME), allows remote authenticated users to bypass authorization and gain privileges by leveraging improper RBAC checking, related to the rbac_user_edit action.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cloudforms Management Engine All All All All

Application Redhat Cloudforms Management Engine All All All All

References

Reference Source Link

1067623 – (CVE-2014-0087) CVE-2014-0087 CFME: check_privileges logic error resulting in privilege escalation CONFIRM bugzilla.redhat.com

CVE-2014-0087 - Red Hat Customer Portal MISC access.redhat.com

Hardening of the RBAC check · Issue #1581 · ManageIQ/manageiq · GitHub MISC github.com

Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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