CVE-2014-0103

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-0103
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-29 14:55:04 UTC
Updated 2026-05-06 22:30:45 UTC
Description WebAccess in Zarafa before 7.1.10 and WebApp before 1.6 stores credentials in cleartext, which allows local Apache users

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-310 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 19 All All All


https://cve.report/
https://cve.report/CVE-2014-0103/mitre
https://cve.report/CVE-2014-0103/nist
https://cve.report/CVE-2014-0103/cve_org
https://cve.report/api/cve/CVE-2014-0103.json
https://cve.report/CVE-2014-0103.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora

Operating System Fedoraproject Fedora 20 All All All
Application Zarafa Webapp All All All All
Application Zarafa Zarafa 7.0 All All All
Application Zarafa Zarafa 7.0.1 All All All
Application Zarafa Zarafa 7.0.10 All All All
Application Zarafa Zarafa 7.0.11 All All All
Application Zarafa Zarafa 7.0.12 All All All
Application Zarafa Zarafa 7.0.13 All All All
Application Zarafa Zarafa 7.0.2 All All All
Application Zarafa Zarafa 7.0.3 All All All
Application Zarafa Zarafa 7.0.4 All All All
Application Zarafa Zarafa 7.05 All All All
Application Zarafa Zarafa 7.0.6 All All All
Application Zarafa Zarafa 7.0.7 All All All
Application Zarafa Zarafa 7.0.8 All All All
Application Zarafa Zarafa 7.0.9 All All All
Application Zarafa Zarafa 7.1.0 All All All
Application Zarafa Zarafa 711 All All All
Application Zarafa Zarafa 71.2 All All All
Application Zarafa Zarafa 713 All All All
Application Zarafa Zarafa 71.4 All All All
Application Zarafa Zarafa 7.1.8 All All All
Application Zarafa Zarafa All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Lii
[SECURITY] Fedora 19 Update: zarafa-7.1.10-2.fc19 af854a8a-2127-422b-91ae-364da2661108  lis
Support / Security / Advisories / / MDVSA-2014:182 | Mandriva af854a3a-2127-422b-91ae-364da2661108  wv
Zarafa WebAccess and WebApp Local Information Disclosure Vulnerability af854a83a-2127-422b-91ae-364da2661108  wv
Bug 1073618 — CVE-2014-0103 zarafa: passwords stored in cleartext on server af854a3a-2127-422b-91ae-364da2661108 bu
Mageia Advisory: MGASA-2014-0380 - Updated zarafa packages fix multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108 ad
[SECURITY] Fedora 20 Update: zarafa-7.1.10-2.fc20 af854a3a-2127-422b-91ae-364da2661108  lisi



http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/webapp
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/zarafa
http://cve.report/software/zarafa/zarafa
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.fedoraproject.org/pipermail/package-announce/2014-July/136044.html
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http://www.securityfocus.com/bid/68247
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http://lists.fedoraproject.org/pipermail/package-announce/2014-July/136033.html

LUVE rrogrdirn recora vvce.urna wv
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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