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CVE CVE-2014-0112
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-29 10:37:00 UTC
Updated 2019-08-12 21:15:00 UTC
Description Parametersinterceptor in Apache Struts before 2.3.20 does not properly restrict access to the getClass method, which allov

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Struts All All All All
Application Apache Struts All All All All
Reference

Red Hat Customer Portal

SecurityFocus

VMware Security Advisory 2014-0007 ~ Packet Storm

S2-021 - Apache Struts 2 Documentation - Apache Software Foundation

Security Advisory SA59178 - IBM Sterling Products Apache Struts Multiple Security Bypass Vulnerabilities - Secunia
Bug 1091939 — CVE-2014-0112 struts2: ClassLoader manipulation via request parameters

SecurityFocus

Security Bulletin: IBM Sterling Order Management, IBM Sterling Configure, Price, Quote and Sterling Web Channel are affected by Apache St
Oracle Critical Patch Update - April 2015

Apache Struts ClassLoader Manipulation Incomplete Fix Security Bypass Vulnerability

JVN#19294237: Apache Struts vulnerable to ClassLoader manipulation

Security Advisory SA59500 - VMware vCenter Operations Manager (vCOps) Two Vulnerabilities - Secunia
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http://www.securityfocus.com/archive/1/531952/100/0/threaded
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http://www.oracle.com/technetwork/topics/security/cpuapr2015-2365600.html
http://www.securityfocus.com/bid/67064
http://jvn.jp/en/jp/JVN19294237/index.html
http://secunia.com/advisories/59500
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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