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Summary

CVE CVE-2014-0114

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-30 10:49:00 UTC

Updated 2023-02-13 00:32:00 UTC

Description Apache Commons BeanUtils, as distributed in lib/commons-beanutils-1.8.0.jar in Apache Struts 1.x through 1.3.10 and in other products requiring commons-beanutils through 1.9.2, does not suppress the class property, which allows remote attackers to "manipulate" the ClassLoader and execute arbitrary code via the class parameter, as demonstrated by the passing of this parameter to the getClass method of the ActionForm object in Struts 1.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Commons Beanutils All All All All

Application Apache Struts 1.0 All All All

Application Apache Struts 1.0.2 All All All

Application Apache Struts 1.1 All All All

Application Apache Struts 1.1 b1 All All

Application Apache Struts 1.1 b2 All All

Application Apache Struts 1.1 b3 All All

Application Apache Struts 1.1 rc1 All All

Application Apache Struts 1.1 rc2 All All

Application Apache Struts 1.2.2 All All All

Application Apache Struts 1.2.4 All All All

Application Apache Struts 1.2.6 All All All

Application Apache Struts 1.2.7 All All All

Application Apache Struts 1.2.8 All All All

Application Apache Struts 1.2.9 All All All

Application Apache Struts 1.3.10 All All All

Application Apache Struts 1.3.5 All All All
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Application Apache Struts 1.3.5 All All All

Application Apache Struts 1.3.8 All All All

Application Apache Struts 1.0 All All All

Application Apache Struts 1.0.2 All All All

Application Apache Struts 1.1 All All All

Application Apache Struts 1.1 b1 All All

Application Apache Struts 1.1 b2 All All

Application Apache Struts 1.1 b3 All All

Application Apache Struts 1.1 rc1 All All

Application Apache Struts 1.1 rc2 All All

Application Apache Struts 1.2.2 All All All

Application Apache Struts 1.2.4 All All All

Application Apache Struts 1.2.6 All All All

Application Apache Struts 1.2.7 All All All

Application Apache Struts 1.2.8 All All All

Application Apache Struts 1.2.9 All All All

Application Apache Struts 1.3.10 All All All

Application Apache Struts 1.3.5 All All All

Application Apache Struts 1.3.8 All All All
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oss-security - Re: CVE request for commons-beanutils: 'class' property is exposed, potentially leading to RCE
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Security Advisory SA58710 - IBM WEBi Apache Struts ClassLoader Manipulation Vulnerability - Secunia
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CVE-2014-0114 Apache Struts Class Suppression Vulnerability in Multiple NetApp Products | NetApp Product Security
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IBM Security Bulletin: ClassLoader manipulation with Apache Struts affecting Tivoli Provisioning Manager for Software (CVE-2014-0114) - United States

Security Advisory SA59246 - IBM Tivoli Identity Manager / Security Identity Manager Apache Struts ClassLoader Manipulation Vulnerability - Secunia
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Oracle Critical Patch Update Advisory - April 2019

Security Advisory SA58947 - IBM Tivoli Storage Productivity Center Apache Struts ClassLoader Manipulation Vulnerability - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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