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CVE CVE-2014-0117
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-20 11:12:48 UTC
Updated 2026-05-06 22:30:45 UTC
Description The mod_proxy module in the Apache HTTP Server 2.4.x before 2.4.10, when a reverse proxy is enabled, allows remote at

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.4.6 All All All


https://cve.report/
https://cve.report/CVE-2014-0117/mitre
https://cve.report/CVE-2014-0117/nist
https://cve.report/CVE-2014-0117/cve_org
https://cve.report/api/cve/CVE-2014-0117.json
https://cve.report/CVE-2014-0117.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server 2.4.7 All
Application Apache Hitp Server 2.4.8 All
Application Apache Http Server 2.4.9 All
Operating System Apple Mac Os X All All

All All

All All
All All
All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
Pony Mail!

Pony Mail!

Pony Mail!

[Apache-SVN] Log of /httpd/httpd/trunk/modules/proxy/proxy_util.c

Pony Mail!

[Apache-SVN] Diff of /httpd/httpd/trunk/modules/proxy/proxy_util.c
APPLE-SA-2015-04-08-2 OS X 10.10.3 and Security Update 2015-004
Pony Mail!

[Apache-SVN] Diff of /httpd/httpd/trunk/modules/proxy/mod_proxy_http.c
Pony Mail!

Pony Mail!

Full Disclosure: Apache HTTPd - description of the CVE-2014-0117.

Bug 1120599 — CVE-2014-0117 httpd: mod_proxy denial of service
[Apache-SVN] Log of /httpd/httpd/trunk/modules/proxy/mod_proxy_http.c
Pony Mail!

Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project
Pony Mail!

Pony Mail!

Mageia Advisory: MGASA-2014-0305 - Updated apache package fixes security vulnerabilities
Oracle Critical Patch Update - January 2015

Pony Mail!

Pony Mail!

Zero Day Initiative

Pony Mail!

P A

About the security content of OS X Yosemite v10.10.3 and Security Update 2015-004 - Apple Support
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http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
https://support.apple.com/HT204659
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
http://svn.apache.org/viewvc/httpd/httpd/trunk/modules/proxy/proxy_util.c
https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d%2540%253Ccvs.httpd.apache.org%253E
http://svn.apache.org/viewvc/httpd/httpd/trunk/modules/proxy/proxy_util.c?r1=1609680&r2=1610674&diff_format=h
http://lists.apple.com/archives/security-announce/2015/Apr/msg00001.html
https://lists.apache.org/thread.html/ra7f6aeb28661fbf826969526585f16856abc4615877875f9d3b35ef4%2540%253Ccvs.httpd.apache.org%253E
http://svn.apache.org/viewvc/httpd/httpd/trunk/modules/proxy/mod_proxy_http.c?r1=1599486&r2=1610674&diff_format=h
https://lists.apache.org/thread.html/r83109088737656fa6307bd99ab40f8ff0269ae58d3f7272d7048494a%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/re3d27b6250aa8548b8845d314bb8a350b3df326cacbbfdfe4d455234%2540%253Ccvs.httpd.apache.org%253E
http://seclists.org/fulldisclosure/2014/Jul/117
https://bugzilla.redhat.com/show_bug.cgi?id=1120599
http://svn.apache.org/viewvc/httpd/httpd/trunk/modules/proxy/mod_proxy_http.c
https://lists.apache.org/thread.html/rcc44594d4d6579b90deccd4536b5d31f099ef563df39b094be286b9e%2540%253Ccvs.httpd.apache.org%253E
http://httpd.apache.org/security/vulnerabilities_24.html
https://lists.apache.org/thread.html/r9821b0a32a1d0a1b4947abb6f3630053fcbb2ec905d9a32c2bd4d4ee%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd18c3c43602e66f9cdcf09f1de233804975b9572b0456cc582390b6f%2540%253Ccvs.httpd.apache.org%253E
http://advisories.mageia.org/MGASA-2014-0305.html
http://www.oracle.com/technetwork/topics/security/cpujan2015-1972971.html
https://lists.apache.org/thread.html/rc998b18880df98bafaade071346690c2bc1444adaa1a1ea464b93f0a%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba%2540%253Ccvs.httpd.apache.org%253E
http://zerodayinitiative.com/advisories/ZDI-14-239/
https://lists.apache.org/thread.html/84a3714f0878781f6ed84473d1a503d2cc382277e100450209231830@%253Ccvs.httpd.apache.org%253E

Fony ivian! i Re

Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
Pony Mail! MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Eiall|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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