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MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-0119
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-31 11:17:13 UTC
Updated 2026-05-06 22:30:45 UTC
Description Apache Tomcat before 6.0.40, 7.x before 7.0.54, and 8.x before 8.0.6 does not properly constrain the class loader that acce

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 6 All All All


https://cve.report/
https://cve.report/CVE-2014-0119/mitre
https://cve.report/CVE-2014-0119/nist
https://cve.report/CVE-2014-0119/cve_org
https://cve.report/api/cve/CVE-2014-0119.json
https://cve.report/CVE-2014-0119.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
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Application Apache lomcat 8.0.5 All All All

Application Apache Tomcat All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Mageia Advisory: MGASA-2014-0268 - Updated tomcat and tomcat6 packages fix security vulnerabilities
USN-2654-1: Tomcat vulnerabilities | Ubuntu

[Apache-SVN] Revision 1589837

Full Disclosure: [SECURITY] CVE-2014-0119 Apache Tomcat information disclosure

[Apache-SVN] Revision 1589992

[Apache-SVN] Revision 1589990

[Apache-SVN] Revision 1588193

[Apache-SVN] Revision 1593821

Document Display | HPE Support Center

About Secunia Research | Flexera

Security Advisory SA59732 - Red Hat update for Red Hat JBoss Enterprise Application Platform - Secunia
Support / Security / Advisories / / MDVSA-2015:053 | Mandriva

Oracle Critical Patch Update - October 2016

[Apache-SVN] Revision 1589640

Apache Tomcat® - Apache Tomcat 8 vulnerabilities

Oracle Critical Patch Update - October 2014

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Debian -- Security Information -- DSA-3552-1 tomcat7

[Apache-SVN] Revision 1589997

Security Advisory SA60729 - IBM UrbanCode Release Apache Tomcat Multiple Vulnerabilities - Secunia
SecurityFocus

Apache Tomcat Lets Remote Authenticated Users Bypass Security Controls and View Files - SecurityTracker
Oracle Critical Patch Update - July 2014

Support / Security / Advisories / / MDVSA-2015:052 | Mandriva

Apache Tomcat CVE-2014-0119 XML External Entity Information Disclosure Vulnerability

Pony Mail!

Red Hat Customer Portal

DAnv Maill
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http://svn.apache.org/viewvc?view=revision&revision=1589990
http://svn.apache.org/viewvc?view=revision&revision=1588193
http://svn.apache.org/viewvc?view=revision&revision=1593821
https://h20564.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c04851013
http://secunia.com/advisories/59873
http://secunia.com/advisories/59732
http://www.mandriva.com/security/advisories?name=MDVSA-2015:053
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://svn.apache.org/viewvc?view=revision&revision=1589640
http://tomcat.apache.org/security-8.html
http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html
http://tomcat.apache.org/security-7.html
http://www.debian.org/security/2016/dsa-3552
http://svn.apache.org/viewvc?view=revision&revision=1589997
http://secunia.com/advisories/60729
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://www.securitytracker.com/id/1030298
http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:052
http://www.securityfocus.com/bid/67669
https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b%2540%253Cdev.tomcat.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2015-0675.html

1 uny wvian:
[Apache-SVN] Revision 1590028

Pony Mail!

[Apache-SVN] Revision 1589985

Support / Security / Advisories / / MDVSA-2015:084 | Mandriva
Pony Mail!

Red Hat Customer Portal

[Apache-SVN] Revision 1593815

Pony Mail!

[Apache-SVN] Revision 1589980

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

Debian -- Security Information -- DSA-3530-1 tomcat6
[Apache-SVN] Revision 1590036

Red Hat Customer Portal

Pony Mail!

"[security bulletin] HPSBOV03503 rev.1 - HP OpenVMS CSWS_JAVA running Tomcat, Multiple Remote Vulnera' - MARC

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

[Apache-SVN] Revision 1589983

[Apache-SVN] Revision 1588199

IBM Security Bulletin: Rational Lifecycle Adapter for HP ALM Apache Tomcat fix (CVE-2013-4286, CVE-2014-0033, CVE-2013-4322, CVE-20

"[security bulletin] HPSBUX03102 SSRT101681 rev.1 - HP-UX Apache Server Suite running Apache Tomcat o' - MARC

Pony Mail!

VMSA-2014-0012 | United States

IBM Security Bulletin: Apache Tomcat Vulnerabilities in IBM UrbanCode Release (CVE-2014-0075,CVE-2014-0095,CVE-2014-0096,CVE-201

Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!
Pony Mail!
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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http://rhn.redhat.com/errata/RHSA-2015-0720.html
http://svn.apache.org/viewvc?view=revision&revision=1593815
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http://svn.apache.org/viewvc?view=revision&revision=1589980
http://tomcat.apache.org/security-6.html
http://www.debian.org/security/2016/dsa-3530
http://svn.apache.org/viewvc?view=revision&revision=1590036
http://rhn.redhat.com/errata/RHSA-2015-0765.html
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95%2540%253Cdev.tomcat.apache.org%253E
http://marc.info/?l=bugtraq&m=144498216801440&w=2
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http://svn.apache.org/viewvc?view=revision&revision=1589983
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https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c%2540%253Cdev.tomcat.apache.org%253E
http://www.vmware.com/security/advisories/VMSA-2014-0012.html
http://www-01.ibm.com/support/docview.wss?uid=swg21681528
https://lists.apache.org/thread.html/b8a1bf18155b552dcf9a928ba808cbadad84c236d85eab3033662cfb@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r587e50b86c1a96ee301f751d50294072d142fd6dc08a8987ae9f3a9b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c@%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2014-0119
https://nvd.nist.gov/vuln/detail/CVE-2014-0119

There are currently no legacy QID mappings associated with this CVE.
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