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CVE CVE-2014-0120
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-29 22:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Cross-site request forgery (CSRF) vulnerability in the admin terminal in Hawt.io allows remote attackers to hijack the authet
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Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-352 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2014-0120/mitre
https://cve.report/CVE-2014-0120/nist
https://cve.report/CVE-2014-0120/cve_org
https://cve.report/api/cve/CVE-2014-0120.json
https://cve.report/CVE-2014-0120.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Hawt Hawtio All All All All
Application Redhat Jboss Fuse 6.1.0 beta All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

1072681 — (CVE-2014-0120) CVE-2014-0120 hawtio-karaf-terminal: cross-site request forgery (CSRF) af854a3a-2127-422b-91ae-364

Add a LoginTokenServlet that plugins can use to fetch a token, and le... - hawtio/hawtio@b4e23e0 - GitHub  af854a3a-2127-422b-91ae-364

infocon.org/cons/SyScan/SyScan%202015%20Singapore/SyScan%202015%20Singapo... af854a3a-2127-422b-91ae-364
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/hawt
http://cve.report/software/hawt/hawtio
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_fuse
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.redhat.com/show_bug.cgi?id=1072681
https://github.com/hawtio/hawtio/commit/b4e23e002639c274a2f687ada980118512f06113
https://infocon.org/cons/SyScan/SyScan%202015%20Singapore/SyScan%202015%20Singapore%20presentations/SyScan15%20David%20Jorm%20-%20Finding%20and%20exploiting%20novel%20flaws%20in%20Java%20software.pdf
https://www.cve.org/CVERecord?id=CVE-2014-0120
https://nvd.nist.gov/vuln/detail/CVE-2014-0120
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