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CVE CVE-2014-0131
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-24 16:40:00 UTC
Updated 2023-02-13 00:32:00 UTC
Description Use-after-free vulnerability in the skb_segment function in net/core/skbuff.c in the Linux kernel through 3.13.6 allows attack
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Operating System Opensuse Evergreen 11.4 All All All

Operating System Opensuse Evergreen 11.4 All All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Reference Source Link Tags
oss-security - CVE-2014-0131 -- kernel: net: use-after-free during segmentation with zerocopy =~ MLIST www.openwall.com  Mailing L

[PATCH 5/5] skbuff: skb_segment: orphan frags before copying — Linux Network Development MLIST www.spinics.net Mailing L
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org Patch, V

Bug 1074589 — CVE-2014-0131 kernel: net: use-after-free during segmentation with zerocopy =~ CONFIRM  bugzilla.redhat.com Issue Tr:

[security-announce] openSUSE-SU-2015:0566-1: important: kernel update fo SUSE lists.opensuse.org  Third Pa
skbuff: skb_segment: orphan frags before copying - torvalds/linux@1fd819e - GitHub CONFIRM github.com Patch, V
[security-announce] SUSE-SU-2015:0481-1: important: Security update for SUSE lists.opensuse.org  Third Pa
[PATCH 0/5] skbuff: fix skb_segment with zero copy skbs — Linux Network Development MLIST www.spinics.net Mailing L

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonice

NVD vulnerability detail NVD nvd.nist.gov canonice
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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