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CVE CVE-2014-0132
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-18 17:02:53 UTC
Updated 2026-05-06 22:30:45 UTC
Description The SASL authentication functionality in 389 Directory Server before 1.2.11.26 allows remote authenticated users to conne:

/ |

Risk And Classification

Primary CVSS: v2.0 6.5 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:P/A:P

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject 389 Directory Server 1.2.11.1 All All All
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Vendor Declared Affected Products

Source

CNA

Vendor

Na

Product

N/a

Version

affected n/a

Platforms

Not specified

References

Reference

Red Hat Customer Portal

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki

Security Advisory SA57427 - 389 Directory Server SASL/GSSAPI Security Bypass Security Issue - Secunia

Source

af854a3a-2127-422|

af854a3a-2127-422

af854a3a-2127-422|

Security Advisory SA57412 - Red Hat update for 389-ds-base - Secunia af854a3a-2127-422|

Issue #47739: directory server is insecurely misinterpreting authzid on a SASL/GSSAPI bind - 389-ds-base - Pagure.io  af854a3a-2127-422|

Red Hat Customer Portal MITRE
access.redhat.com | CVE-2014-0132 MITRE
1074845 — (CVE-2014-0132) CVE-2014-0132 389-ds: flaw in parsing authzid can lead to privilege escalation MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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