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Summary

CVE CVE-2014-0134

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-08 14:29:00 UTC

Updated 2014-06-21 04:38:00 UTC

Description The instance rescue mode in OpenStack Compute (Nova) 2013.2 before 2013.2.3 and Icehouse before 2014.1, when using libvirt to spawn images and use_cow_images is set to false, allows remote authenticated users to read certain compute host files by overwriting an instance disk with a crafted image.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Compute 2013.2 All All All

Application Openstack Compute 2013.2.1 All All All

Application Openstack Compute 2013.2.2 All All All

Application Openstack Compute 2013.2 All All All

Application Openstack Compute 2013.2.1 All All All

Application Openstack Compute 2013.2.2 All All All

References

Reference Source Link

Bug #1221190 “[0SSA 2014-009] Image format not enforced when usi...” : Bugs : OpenStack Compute (nova) CONFIRM bugs.launchpad.net

USN-2247-1: OpenStack Nova vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

oss-security - [OSSA 2014-009] Nova host data leak to vm instance in rescue mode (CVE-2014-0134) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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