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CVE CVE-2014-0138
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-04-15 14:55:04 UTC
Updated 2026-05-06 22:30:45 UTC

Description The default configuration in cURL and libcurl 7.10.6 before 7.36.0 re-uses (1) SCP, (2) SFTP, (3) POP3, (4) POPS3S, (5) IM.

/ ]

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:N

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality
ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All


https://cve.report/
https://cve.report/CVE-2014-0138/mitre
https://cve.report/CVE-2014-0138/nist
https://cve.report/CVE-2014-0138/cve_org
https://cve.report/api/cve/CVE-2014-0138.json
https://cve.report/CVE-2014-0138.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
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Application Haxx Libcurl 7.21.0 All All All
Application Haxx Libcurl 7.211 All All All
Application Haxx Libcurl 7.21.2 All All All
Application Haxx Libcurl 7.21.3 All All All
Application Haxx Libcurl 7.21.4 All All All
Application Haxx Libcurl 7.21.5 All All All
Application Haxx Libcurl 7.21.6 All All All
Application Haxx Libcurl 7.21.7 All All All
Application Haxx Libcurl 7.22.0 All All All
Application Haxx Libcurl 7.23.0 All All All
Application Haxx Libcurl 7.23.1 All All All
Application Haxx Libcurl 7.24.0 All All All
Application Haxx Libcurl 7.25.0 All All All
Application Haxx Libcurl 7.26.0 All All All
Application Haxx Libcurl 7.27.0 All All All
Application Haxx Libcurl 7.28.0 All All All
Application Haxx Libcurl 7.28.1 All All All
Application Haxx Libcurl 7.29.0 All All All
Application Haxx Libcurl 7.30.0 All All All
Application Haxx Libcurl 7.31.0 All All All
Application Haxx Libcurl 7.32.0 All All All
Application Haxx Libcurl 7.33.0 All All All
Application Haxx Libcurl 7.34.0 All All All
Application Haxx Libcurl 7.35.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

About Secunia Research | Flexera
Enterprise Chef 11.1.3 Release | Chef Blog
Oracle Critical Patch Update - July 2015
About Secunia Research | Flexera

SecurityFocus
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http://www.getchef.com/blog/2014/04/09/enterprise-chef-11-1-3-release/
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
http://secunia.com/advisories/57966
http://www.securityfocus.com/archive/1/534161/100/0/threaded
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Debian -- Security Information -- DSA-2902-1 curl

openSUSE-SU-2014:0530-1: moderate: update for curl

Security Advisory SA58615 - IBM Tivoli Netcool System Service Monitors Multiple Security Issues and Multiple Vulnerabilities - Secunia
Security Bulletin: IBM Tivoli Netcool System Service Monitors/Application Service Monitors is affected by the following libcURL vulnerabilities:
Chef Server 11.0.12 Release | Chef Blog

IBM Support

USN-2167-1: curl vulnerabilities | Ubuntu

About Secunia Research | Flexera

Security Advisory SA59458 - IBM Multiple Products cURL Multiple Security Issues - Secunia

Enterprise Chef 1.4.9 Release | Chef Blog

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities

VMSA-2014-0012 | United States

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500110 Alpine Linux Security Update for curl

503765 Alpine Linux Security Update for curl

© CVE.report 2026 |
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