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Summary

CVE CVE-2014-0139

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 14:55:00 UTC

Updated 2017-12-16 02:29:00 UTC

Description cURL and libcurl 7.1 before 7.36.0, when using the OpenSSL, axtls, qsossl or gskit libraries for TLS, recognize a wildcard IP address in the subject's Common Name (CN) field of an X.509 certificate, which might allow man-in-the-middle attackers to spoof arbitrary SSL servers via a crafted certificate issued by a legitimate Certification Authority.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Haxx Curl 7.10.6 All All All

Application Haxx Curl 7.10.7 All All All

Application Haxx Curl 7.10.8 All All All

Application Haxx Curl 7.11.0 All All All

Application Haxx Curl 7.11.1 All All All

Application Haxx Curl 7.11.2 All All All

Application Haxx Curl 7.12.0 All All All

Application Haxx Curl 7.12.1 All All All

Application Haxx Curl 7.12.2 All All All

Application Haxx Curl 7.12.3 All All All

Application Haxx Curl 7.13.0 All All All

Application Haxx Curl 7.13.1 All All All

Application Haxx Curl 7.13.2 All All All

Application Haxx Curl 7.14.0 All All All

Application Haxx Curl 7.14.1 All All All

Application Haxx Curl 7.15.0 All All All

Application Haxx Curl 7.15.1 All All All
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Application Haxx Curl 7.15.1 All All All

Application Haxx Curl 7.15.2 All All All

Application Haxx Curl 7.15.3 All All All

Application Haxx Curl 7.15.4 All All All

Application Haxx Curl 7.15.5 All All All

Application Haxx Curl 7.16.0 All All All

Application Haxx Curl 7.16.1 All All All

Application Haxx Curl 7.16.2 All All All

Application Haxx Curl 7.16.3 All All All

Application Haxx Curl 7.16.4 All All All

Application Haxx Curl 7.17.0 All All All

Application Haxx Curl 7.17.1 All All All

Application Haxx Curl 7.18.0 All All All

Application Haxx Curl 7.18.1 All All All

Application Haxx Curl 7.18.2 All All All

Application Haxx Curl 7.19.0 All All All

Application Haxx Curl 7.19.1 All All All

Application Haxx Curl 7.19.2 All All All

Application Haxx Curl 7.19.3 All All All

Application Haxx Curl 7.19.4 All All All

Application Haxx Curl 7.19.5 All All All

Application Haxx Curl 7.19.6 All All All

Application Haxx Curl 7.19.7 All All All

Application Haxx Curl 7.20.0 All All All

Application Haxx Curl 7.20.1 All All All

Application Haxx Curl 7.21.0 All All All

Application Haxx Curl 7.21.1 All All All

Application Haxx Curl 7.21.2 All All All

Application Haxx Curl 7.21.3 All All All

Application Haxx Curl 7.21.4 All All All

Application Haxx Curl 7.21.5 All All All

Application Haxx Curl 7.21.6 All All All

Application Haxx Curl 7.21.7 All All All

Application Haxx Curl 7.22.0 All All All

Application Haxx Curl 7.23.0 All All All

Application Haxx Curl 7.23.1 All All All
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Application Haxx Curl 7.24.0 All All All

Application Haxx Curl 7.25.0 All All All

Application Haxx Curl 7.26.0 All All All

Application Haxx Curl 7.27.0 All All All

Application Haxx Curl 7.28.0 All All All

Application Haxx Curl 7.28.1 All All All

Application Haxx Curl 7.29.0 All All All

Application Haxx Curl 7.30.0 All All All

Application Haxx Curl 7.31.0 All All All

Application Haxx Curl 7.32.0 All All All

Application Haxx Curl 7.33.0 All All All

Application Haxx Curl 7.34.0 All All All

Application Haxx Curl 7.35.0 All All All

Application Haxx Curl 7.10.6 All All All

Application Haxx Curl 7.10.7 All All All

Application Haxx Curl 7.10.8 All All All

Application Haxx Curl 7.11.0 All All All

Application Haxx Curl 7.11.1 All All All

Application Haxx Curl 7.11.2 All All All

Application Haxx Curl 7.12.0 All All All

Application Haxx Curl 7.12.1 All All All

Application Haxx Curl 7.12.2 All All All

Application Haxx Curl 7.12.3 All All All

Application Haxx Curl 7.13.0 All All All

Application Haxx Curl 7.13.1 All All All

Application Haxx Curl 7.13.2 All All All

Application Haxx Curl 7.14.0 All All All

Application Haxx Curl 7.14.1 All All All

Application Haxx Curl 7.15.0 All All All

Application Haxx Curl 7.15.1 All All All

Application Haxx Curl 7.15.2 All All All

Application Haxx Curl 7.15.3 All All All

Application Haxx Curl 7.15.4 All All All

Application Haxx Curl 7.15.5 All All All

Application Haxx Curl 7.16.0 All All All

Application Haxx Curl 7.16.1 All All All
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Application Haxx Curl 7.16.1 All All All

Application Haxx Curl 7.16.2 All All All

Application Haxx Curl 7.16.3 All All All

Application Haxx Curl 7.16.4 All All All

Application Haxx Curl 7.17.0 All All All

Application Haxx Curl 7.17.1 All All All

Application Haxx Curl 7.18.0 All All All

Application Haxx Curl 7.18.1 All All All

Application Haxx Curl 7.18.2 All All All

Application Haxx Curl 7.19.0 All All All

Application Haxx Curl 7.19.1 All All All

Application Haxx Curl 7.19.2 All All All

Application Haxx Curl 7.19.3 All All All

Application Haxx Curl 7.19.4 All All All

Application Haxx Curl 7.19.5 All All All

Application Haxx Curl 7.19.6 All All All

Application Haxx Curl 7.19.7 All All All

Application Haxx Curl 7.20.0 All All All

Application Haxx Curl 7.20.1 All All All

Application Haxx Curl 7.21.0 All All All

Application Haxx Curl 7.21.1 All All All

Application Haxx Curl 7.21.2 All All All

Application Haxx Curl 7.21.3 All All All

Application Haxx Curl 7.21.4 All All All

Application Haxx Curl 7.21.5 All All All

Application Haxx Curl 7.21.6 All All All

Application Haxx Curl 7.21.7 All All All

Application Haxx Curl 7.22.0 All All All

Application Haxx Curl 7.23.0 All All All

Application Haxx Curl 7.23.1 All All All

Application Haxx Curl 7.24.0 All All All

Application Haxx Curl 7.25.0 All All All

Application Haxx Curl 7.26.0 All All All

Application Haxx Curl 7.27.0 All All All

Application Haxx Curl 7.28.0 All All All

Application Haxx Curl 7.28.1 All All All
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Application Haxx Curl 7.29.0 All All All

Application Haxx Curl 7.30.0 All All All

Application Haxx Curl 7.31.0 All All All

Application Haxx Curl 7.32.0 All All All

Application Haxx Curl 7.33.0 All All All

Application Haxx Curl 7.34.0 All All All

Application Haxx Curl 7.35.0 All All All

Application Haxx Libcurl 7.10.6 All All All

Application Haxx Libcurl 7.10.7 All All All

Application Haxx Libcurl 7.10.8 All All All

Application Haxx Libcurl 7.11.0 All All All

Application Haxx Libcurl 7.11.1 All All All

Application Haxx Libcurl 7.11.2 All All All

Application Haxx Libcurl 7.12.0 All All All

Application Haxx Libcurl 7.12.1 All All All

Application Haxx Libcurl 7.12.2 All All All

Application Haxx Libcurl 7.12.3 All All All

Application Haxx Libcurl 7.13.0 All All All

Application Haxx Libcurl 7.13.1 All All All

Application Haxx Libcurl 7.13.2 All All All

Application Haxx Libcurl 7.14.0 All All All

Application Haxx Libcurl 7.14.1 All All All

Application Haxx Libcurl 7.15.0 All All All

Application Haxx Libcurl 7.15.1 All All All

Application Haxx Libcurl 7.15.2 All All All

Application Haxx Libcurl 7.15.3 All All All

Application Haxx Libcurl 7.15.4 All All All

Application Haxx Libcurl 7.15.5 All All All

Application Haxx Libcurl 7.16.0 All All All

Application Haxx Libcurl 7.16.1 All All All

Application Haxx Libcurl 7.16.2 All All All

Application Haxx Libcurl 7.16.3 All All All

Application Haxx Libcurl 7.16.4 All All All

Application Haxx Libcurl 7.17.0 All All All

Application Haxx Libcurl 7.17.1 All All All
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Application Haxx Libcurl 7.18.0 All All All

Application Haxx Libcurl 7.18.1 All All All

Application Haxx Libcurl 7.18.2 All All All

Application Haxx Libcurl 7.19.0 All All All

Application Haxx Libcurl 7.19.1 All All All

Application Haxx Libcurl 7.19.2 All All All

Application Haxx Libcurl 7.19.3 All All All

Application Haxx Libcurl 7.19.4 All All All

Application Haxx Libcurl 7.19.5 All All All

Application Haxx Libcurl 7.19.6 All All All

Application Haxx Libcurl 7.19.7 All All All

Application Haxx Libcurl 7.20.0 All All All

Application Haxx Libcurl 7.20.1 All All All

Application Haxx Libcurl 7.21.0 All All All

Application Haxx Libcurl 7.21.1 All All All

Application Haxx Libcurl 7.21.2 All All All

Application Haxx Libcurl 7.21.3 All All All

Application Haxx Libcurl 7.21.4 All All All

Application Haxx Libcurl 7.21.5 All All All

Application Haxx Libcurl 7.21.6 All All All

Application Haxx Libcurl 7.21.7 All All All

Application Haxx Libcurl 7.22.0 All All All

Application Haxx Libcurl 7.23.0 All All All

Application Haxx Libcurl 7.23.1 All All All

Application Haxx Libcurl 7.24.0 All All All

Application Haxx Libcurl 7.25.0 All All All

Application Haxx Libcurl 7.26.0 All All All

Application Haxx Libcurl 7.27.0 All All All

Application Haxx Libcurl 7.28.0 All All All

Application Haxx Libcurl 7.28.1 All All All

Application Haxx Libcurl 7.29.0 All All All

Application Haxx Libcurl 7.30.0 All All All

Application Haxx Libcurl 7.31.0 All All All

Application Haxx Libcurl 7.32.0 All All All

Application Haxx Libcurl 7.33.0 All All All

Application Haxx Libcurl 7.34.0 All All All
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Application Haxx Libcurl 7.29.0 All All All
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CVE Program record
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No vendor comments have been submitted for this CVE.
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