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Summary

CVE CVE-2014-0142

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-10 15:29:00 UTC

Updated 2023-02-13 00:32:00 UTC

Description QEMU, possibly before 2.0.0, allows local users to cause a denial of service (divide-by-zero error and crash) via a zero value in the (1) tracks field to the seek_to_sector function in block/parallels.c or (2) extent_size field in the bochs function in block/bochs.c.

Risk And Classification

Problem Types: CWE-369

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All rc3 All All

References

Reference Source Link Tags

1078201 – (CVE-2014-0142) CVE-2014-0142 qemu: crash by possible division by zero CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

git.qemu.org Git - qemu.git/commitdiff MISC git.qemu.org

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

git.qemu.org Git - qemu.git/commitdiff CONFIRM git.qemu.org Patch, Third Party Advisory

Red Hat Customer Portal MISC access.redhat.com

git.qemu.org Git - qemu.git/commitdiff MISC git.qemu.org

Red Hat Customer Portal MISC access.redhat.com

access.redhat.com | CVE-2014-0142 MISC access.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

git.qemu.org Git - qemu.git/commitdiff CONFIRM git.qemu.org Patch, Third Party Advisory

Red Hat Customer Portal MISC access.redhat.com

Debian -- Security Information -- DSA-3044-1 qemu-kvm DEBIAN www.debian.org

https://cve.report/
https://cve.report/CVE-2014-0142/mitre
https://cve.report/CVE-2014-0142/nist
https://cve.report/CVE-2014-0142/cve_org
https://cve.report/api/cve/CVE-2014-0142.json
https://cve.report/CVE-2014-0142.pdf
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
https://bugzilla.redhat.com/show_bug.cgi?id=1078201
http://git.qemu.org/?p=qemu.git%253Ba=commitdiff%253Bh=8e53abbc20d08ae3ec30c2054e1161314ad9501d
https://access.redhat.com/errata/RHSA-2014:0434
http://rhn.redhat.com/errata/RHSA-2014-0421.html
http://git.qemu.org/?p=qemu.git;a=commitdiff;h=8e53abbc20d08ae3ec30c2054e1161314ad9501d
https://access.redhat.com/errata/RHSA-2014:0435
http://git.qemu.org/?p=qemu.git%253Ba=commitdiff%253Bh=9302e863aa8baa5d932fc078967050c055fa1a7f
https://access.redhat.com/errata/RHSA-2014:0674
https://access.redhat.com/security/cve/CVE-2014-0142
http://rhn.redhat.com/errata/RHSA-2014-0420.html
http://git.qemu.org/?p=qemu.git;a=commitdiff;h=9302e863aa8baa5d932fc078967050c055fa1a7f
https://access.redhat.com/errata/RHSA-2014:0420
http://www.debian.org/security/2014/dsa-3044


Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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