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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-0145

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2017-08-10 15:29:00 UTC

2023-02-13 00:32:00 UTC

Multiple buffer overflows in QEMU before 1.7.2 and 2.x before 2.0.0, allow local users to cause a denial of service (crash) o

] 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Reference

Vendor Product Version Update Edition Language

Qemu Qemu 2.0.0 rcO All All

Qemu Qemu 2.0.0 rcl All All

Qemu Qemu 2.0.0 rc2 All All

Qemu Qemu 2.0.0 rc3 All All

Qemu Qemu 2.0.0 rcO All All

Qemu Qemu 2.0.0 rci All All

Qemu Qemu 2.0.0 rc2 All All

Qemu Qemu 2.0.0 rc3 All All

Qemu Qemu All All All All
Source Link Tags

1078885 — (CVE-2014-0145) CVE-2014-0145 Qemu: prevent possible buffer overflows CONFIRM  bugzilla.redhat.com Issue Tracking, 1

Red Hat Customer Portal MISC access.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com Third Party Advis
git.gemu.org Git - gemu.git/commit MISC git.gemu.org

Red Hat Customer Portal MISC access.redhat.com


https://cve.report/
https://cve.report/CVE-2014-0145/mitre
https://cve.report/CVE-2014-0145/nist
https://cve.report/CVE-2014-0145/cve_org
https://cve.report/api/cve/CVE-2014-0145.json
https://cve.report/CVE-2014-0145.pdf
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
https://bugzilla.redhat.com/show_bug.cgi?id=1078885
https://access.redhat.com/errata/RHSA-2014:0434
http://rhn.redhat.com/errata/RHSA-2014-0421.html
http://git.qemu.org/?p=qemu.git%253Ba=commit%253Bh=c05e4667be91b46ab42b5a11babf8e84d476cc6b
https://access.redhat.com/errata/RHSA-2014:0435

oss-security - QEMU image format input validation fixes (multiple CVEs)
Red Hat Customer Portal

Red Hat Customer Portal

access.redhat.com | CVE-2014-0145

git.gemu.org Git - gemu.git/commit

git.gemu.org Git - gemu.git/commit

git.gemu.org Git - gemu.git/commitdiff

Red Hat Customer Portal

[Qemu-devel] [PATCH for-2.0 00/47] block: image format input validation
Debian -- Security Information -- DSA-3044-1 gemu-kvm

git.gemu.org Git - gemu.git/commit

git.gemu.org Git - gemu.git/commitdiff

Red Hat Customer Portal
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MISC
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MISC
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www.openwall.com
access.redhat.com
rhn.redhat.com
access.redhat.com
git.gemu.org
git.gemu.org
git.gemu.org
access.redhat.com
lists.gnu.org
www.debian.org
git.gemu.org
git.gemu.org
access.redhat.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.openwall.com/lists/oss-security/2014/03/26/8
https://access.redhat.com/errata/RHSA-2014:0674
http://rhn.redhat.com/errata/RHSA-2014-0420.html
https://access.redhat.com/security/cve/CVE-2014-0145
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