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Summary

CVE CVE-2014-0147

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-29 03:15:00 UTC

Updated 2023-02-13 00:32:00 UTC

Description Qemu before 1.6.2 block diver for the various disk image formats used by Bochs and for the QCOW version 2 format, are vulnerable to a possible crash caused by signed data types or a logic error while creating QCOW2 snapshots, which leads to incorrectly calling update_refcount() routine.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 20 All All All

Application Qemu Qemu All All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Eus 6.5 All All All

Operating System Redhat Enterprise Linux Openstack Platform 5 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Application Redhat Virtualization 3.0 All All All

References
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Red Hat Customer Portal MISC rhn.redhat.com

git.qemu.org Git - qemu.git/commitdiff MISC git.qemu.org

Red Hat Customer Portal MISC rhn.redhat.com

1078848 – (CVE-2014-0147) CVE-2014-0147 Qemu: block: possible crash due signed types or logic error MISC bugzilla.redhat.com
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oss-security - QEMU image format input validation fixes (multiple CVEs) MISC www.openwall.com

git.qemu.org Git - qemu.git/commitdiff MISC git.qemu.org

Bug 1086717 – CVE-2014-0147 Qemu: block: possible crash due signed types or logic error [fedora-all] MISC bugzilla.redhat.com

cve-website MISC www.cve.org

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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