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Summary

CVE CVE-2014-0160

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-07 22:55:00 UTC

Updated 2023-11-07 02:18:00 UTC

Description The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat Extension packets, which allows remote attackers to obtain sensitive information from process memory via crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug.

Risk And Classification

EPSS: 0.944640000 probability, percentile 0.999950000 (date 2026-04-01)

CISA KEV: Listed on 2022-05-04; due 2022-05-25; ransomware use Unknown

Problem Types: CWE-125

CISA Known Exploited Vulnerability

Vendor OpenSSL

Product OpenSSL

Name OpenSSL Information Disclosure Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2014-0160

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All
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Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Application Filezilla-project Filezilla Server All All All All

Application Filezilla-project Filezilla Server All All All All

Hardware Intellian V100 - All All All

Hardware Intellian V100 - All All All

Operating System Intellian V100 Firmware 1.20 All All All

Operating System Intellian V100 Firmware 1.21 All All All

Operating System Intellian V100 Firmware 1.24 All All All

Operating System Intellian V100 Firmware 1.20 All All All

Operating System Intellian V100 Firmware 1.21 All All All

Operating System Intellian V100 Firmware 1.24 All All All

Hardware Intellian V60 - All All All

Hardware Intellian V60 - All All All

Operating System Intellian V60 Firmware 1.15 All All All

Operating System Intellian V60 Firmware 1.25 All All All

Operating System Intellian V60 Firmware 1.15 All All All

Operating System Intellian V60 Firmware 1.25 All All All

Application Mitel Micollab 6.0 All All All

Application Mitel Micollab 7.0 All All All

Application Mitel Micollab 7.1 All All All

Application Mitel Micollab 7.2 All All All

Application Mitel Micollab 7.3 All All All

Application Mitel Micollab 7.3.0.104 All All All

Application Mitel Micollab 6.0 All All All

Application Mitel Micollab 7.0 All All All

Application Mitel Micollab 7.1 All All All

Application Mitel Micollab 7.2 All All All

Application Mitel Micollab 7.3 All All All
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Application Mitel Micollab 7.3.0.104 All All All

Application Mitel Mivoice 1.1.2.5 All All All

Application Mitel Mivoice 1.1.3.3 All All All

Application Mitel Mivoice 1.2.0.11 All All All

Application Mitel Mivoice 1.3.2.2 All All All

Application Mitel Mivoice 1.4.0.102 All All All

Application Mitel Mivoice 1.1.2.5 All All All

Application Mitel Mivoice 1.1.3.3 All All All

Application Mitel Mivoice 1.2.0.11 All All All

Application Mitel Mivoice 1.3.2.2 All All All

Application Mitel Mivoice 1.4.0.102 All All All

Application Openssl Openssl All All All All

Application Openssl Openssl All All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.5 All All All

Operating System Redhat Enterprise Linux Server Aus 6.5 All All All

Operating System Redhat Enterprise Linux Server Eus 6.5 All All All

Operating System Redhat Enterprise Linux Server Eus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Application Redhat Gluster Storage 2.1 All All All

Application Redhat Gluster Storage 2.1 All All All

Application Redhat Storage 2.1 All All All

Application Redhat Storage 2.1 All All All

Application Redhat Virtualization 6.0 All All All

Application Redhat Virtualization 6.0 All All All

Hardware Ricon S9922l 1.0 All All All
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Hardware Ricon S9922l 1.0 All All All

Operating System Ricon S9922l Firmware 16.10.3\(3794\) All All All

Hardware Siemens Application Processing Engine - All All All

Hardware Siemens Application Processing Engine - All All All

Operating System Siemens Application Processing Engine Firmware 2.0 All All All

Operating System Siemens Application Processing Engine Firmware 2.0 All All All

Hardware Siemens Cp 1543-1 - All All All

Hardware Siemens Cp 1543-1 - All All All

Operating System Siemens Cp 1543-1 Firmware 1.1 All All All

Operating System Siemens Cp 1543-1 Firmware 1.1 All All All

Application Siemens Elan-8.2 All All All All

Application Siemens Elan-8.2 All All All All

Hardware Siemens Simatic S7-1500 - All All All

Hardware Siemens Simatic S7-1500 - All All All

Hardware Siemens Simatic S7-1500t - All All All

Hardware Siemens Simatic S7-1500t - All All All

Operating System Siemens Simatic S7-1500t Firmware 1.5 All All All

Operating System Siemens Simatic S7-1500t Firmware 1.5 All All All

Operating System Siemens Simatic S7-1500 Firmware 1.5 All All All

Operating System Siemens Simatic S7-1500 Firmware 1.5 All All All

Application Siemens Wincc Open Architecture 3.12 All All All

Application Siemens Wincc Open Architecture 3.12 All All All
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OpenSSL 1.0.1f TLS Heartbeat Extension - Memory Disclosure (Multiple SSL/TLS versions)

Support / Security / Advisories / / MDVSA-2015:062 | Mandriva

OpenSSL Heartbleed Vulnerability CVE-2014-0160

'[security bulletin] HPSBMU02999 rev.1 - HP Software Autonomy WorkSite Server (On-Premises Software),' - MARC

OpenSSL Heartbeat Extension Vulnerability in Multiple Cisco Products

RICON Industrial Cellular Router Heartbleed Attack - Yunus Şahin - Medium

Apache Mail Archives

OpenSSL bug CVE-2014-0160 | The Tor Blog

'[security bulletin] HPSBMU03029 rev.1 - HP Insight Control Server Migration running OpenSSL, Remote ' - MARC

Citrix Security Advisory for CVE-2014-0160, aka the Heartbleed vulnerability

IBM Tivoli Composite Application Manager for Transactions Internet Service Monitoring 7.4 Interim Fix 13 README Tivoli Composite Application Manager for Transactions 7.4.0.0 7.4.0.0-TIV-CAMIS-IF0013 Readme - United States

[SECURITY] Fedora 20 Update: openssl-1.0.1e-37.fc20.1

Cisco Unified Communications Manager OpenSSL TLS Heartbeat Buffer Overread Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker

Pony Mail!

'[security bulletin] HPSBMU03017 rev.1 - HP Software Connect-IT running OpenSSL, Remote Disclosure of' - MARC

http://marc.info/?l=bugtraq&m=141287864628122&w=2
http://marc.info/?l=bugtraq&m=139905458328378&w=2
http://www.securitytracker.com/id/1030077
http://marc.info/?l=bugtraq&m=140752315422991&w=2
http://marc.info/?l=bugtraq&m=139889295732144&w=2
http://marc.info/?l=bugtraq&m=139905653828999&w=2
http://seclists.org/fulldisclosure/2014/Dec/23
http://cogentdatahub.com/ReleaseNotes.html
http://git.openssl.org/gitweb/?p=openssl.git%253Ba=commit%253Bh=96db9023b881d7cd9f379b0c154650d6c108e9a3
http://www.symantec.com/security_response/securityupdates/detail.jsp?fid=security_advisory&pvid=security_advisory&year=&suid=20160512_00
https://cert-portal.siemens.com/productcert/pdf/ssa-635659.pdf
http://www.blackberry.com/btsc/KB35882
https://filezilla-project.org/versions.php?type=server
http://www-01.ibm.com/support/docview.wss?uid=ssg1S1004661
http://www.debian.org/security/2014/dsa-2896
http://marc.info/?l=bugtraq&m=139835815211508&w=2
http://public.support.unisys.com/common/public/vulnerability/NVD_Detail_Rpt.aspx?ID=3
http://marc.info/?l=bugtraq&m=139842151128341&w=2
https://bugzilla.redhat.com/show_bug.cgi?id=1084875
https://www.mitel.com/en-ca/support/security-advisories/mitel-product-security-advisory-17-0008
http://secunia.com/advisories/57968
http://www.exploit-db.com/exploits/32764
http://www.mandriva.com/security/advisories?name=MDVSA-2015:062
http://www.oracle.com/technetwork/topics/security/opensslheartbleedcve-2014-0160-2188454.html
http://marc.info/?l=bugtraq&m=139765756720506&w=2
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140409-heartbleed
https://yunus-shn.medium.com/ricon-industrial-cellular-router-heartbleed-attack-2634221c02bd
https://lists.apache.org/thread.html/ba661b0edd913b39ff129a32d855620dd861883ade05fd88a8ce517d@%253Cdev.tomcat.apache.org%253E
https://blog.torproject.org/blog/openssl-bug-cve-2014-0160
http://marc.info/?l=bugtraq&m=139905202427693&w=2
http://support.citrix.com/article/CTX140605
http://www-01.ibm.com/support/docview.wss?uid=isg400001841
http://lists.fedoraproject.org/pipermail/package-announce/2014-April/131221.html
http://www.securitytracker.com/id/1030078
https://lists.apache.org/thread.html/rf8e8c091182b45daa50d3557cad9b10bb4198e3f08cf8f1c66a1b08d@%253Cdev.tomcat.apache.org%253E
http://marc.info/?l=bugtraq&m=139817727317190&w=2


'[security bulletin] HPSBMU02997 rev.1 - HP Smart Update Manager (SUM) running OpenSSL, Remote Disclo' - MARC

Vulnerability Report - OpenSSL "Heartbleed" vulnerability on OS 2200 QProcessor

OpenSSL 'Heartbleed' vulnerability (CVE-2014-0160) | US-CERT

'[security bulletin] HPSBST03027 rev.1 - HP StoreVirtual 4000 Storage and HP P4000 G2 Storage using H' - MARC

'[security bulletin] HPSBMU03040 rev.1 - HP LoadRunner & HP Performance Center, running OpenSSL, Remo' - MARC

[syslog-ng-announce] syslog-ng Premium Edition 5 LTS (5.0.4a) has been released

'[security bulletin] HPSBGN03011 rev.1 - HP IceWall MCRP running OpenSSL on Red Hat Enterprise Linux ' - MARC

Full Disclosure: Re: heartbleed OpenSSL bug CVE-2014-0160

About Secunia Research | Flexera

Full Disclosure: Re: heartbleed OpenSSL bug CVE-2014-0160

Check your system rubies for vulnerable OpenSSL (CVE-2014-0160 "Heartbleed")

[security-announce] openSUSE-SU-2014:0492-1: important: update for opens

Oracle Critical Patch Update - July 2014

Full Disclosure: Re: heartbleed OpenSSL bug CVE-2014-0160

About Secunia Research | Flexera

'[security bulletin] HPSBMU03018 rev.1 - HP Software Asset Manager running OpenSSL, Remote Disclosure' - MARC

Pony Mail!

Skull Army: #Heartbleed; The hearts continue to bleed...

Red Hat Customer Portal

'[security bulletin] HPSBGN03008 rev.1 - HP Software Service Manager, "HeartBleed" OpenSSL Vulnerabil' - MARC

Kerio Control small business firewall

'[security bulletin] HPSBST03001 rev.1 - HP XP P9500 Disk Array running OpenSSL, Remote Disclosure of' - MARC

Pony Mail!

Cisco Mobility Services Engine OpenSSL TLS Heartbeat Buffer Overread Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker

Cisco IOS XE OpenSSL TLS Heartbeat Buffer Overread Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker

Apache Mail Archives

SecurityFocus

'[security bulletin] HPSBMU02995 rev.1 - HP Software HP Service Manager, Asset Manager, UCMDB Browser' - MARC

Security Advisory SA59243 - IBM DS8870 OpenSSL TLS/DTLS Heartbeat Two Information Disclosure Vulnerabilities - Secunia

'[security bulletin] HPSBMU02998 rev.1 - HP System Management Homepage (SMH) running OpenSSL on Linux' - MARC

'[security bulletin] HPSBMU03044 rev.1 - HP Business Process Monitor, running OpenSSL, Remote Disclos' - MARC

USN-2165-1: OpenSSL vulnerabilities | Ubuntu

Please wait...

[SECURITY] Fedora 20 Update: openssl-1.0.1e-39.fc20

'[security bulletin] HPSBMU03013 rev.1 - WMI Mapper for HP Systems Insight Manager running OpenSSL, R' - MARC

http://marc.info/?l=bugtraq&m=139757919027752&w=2
http://public.support.unisys.com/common/public/vulnerability/NVD_Detail_Rpt.aspx?ID=1
http://www.us-cert.gov/ncas/alerts/TA14-098A
http://marc.info/?l=bugtraq&m=139905868529690&w=2
http://marc.info/?l=bugtraq&m=140015787404650&w=2
https://lists.balabit.hu/pipermail/syslog-ng-announce/2014-April/000184.html
http://marc.info/?l=bugtraq&m=139833395230364&w=2
http://seclists.org/fulldisclosure/2014/Apr/109
http://secunia.com/advisories/57347
http://seclists.org/fulldisclosure/2014/Apr/190
https://gist.github.com/chapmajs/10473815
http://lists.opensuse.org/opensuse-security-announce/2014-04/msg00004.html
http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html
http://seclists.org/fulldisclosure/2014/Apr/91
http://secunia.com/advisories/57966
http://marc.info/?l=bugtraq&m=139817782017443&w=2
https://lists.apache.org/thread.html/re3b72cbb13e1dfe85c4a06959a3b6ca6d939b407ecca80db12b54220@%253Cdev.tomcat.apache.org%253E
https://sku11army.blogspot.com/2020/01/heartbleed-hearts-continue-to-bleed.html
http://rhn.redhat.com/errata/RHSA-2014-0396.html
http://marc.info/?l=bugtraq&m=139774054614965&w=2
http://www.kerio.com/support/kerio-control/release-history
http://marc.info/?l=bugtraq&m=139758572430452&w=2
https://lists.apache.org/thread.html/rf8e8c091182b45daa50d3557cad9b10bb4198e3f08cf8f1c66a1b08d%2540%253Cdev.tomcat.apache.org%253E
http://www.securitytracker.com/id/1030081
http://www.securitytracker.com/id/1030082
https://lists.apache.org/thread.html/ba661b0edd913b39ff129a32d855620dd861883ade05fd88a8ce517d%2540%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://marc.info/?l=bugtraq&m=139722163017074&w=2
http://secunia.com/advisories/59243
http://marc.info/?l=bugtraq&m=139757819327350&w=2
http://marc.info/?l=bugtraq&m=140075368411126&w=2
http://www.ubuntu.com/usn/USN-2165-1
http://www.apcmedia.com/salestools/SJHN-7RKGNM/SJHN-7RKGNM_R4_EN.pdf
http://lists.fedoraproject.org/pipermail/package-announce/2014-August/136473.html
http://marc.info/?l=bugtraq&m=139824993005633&w=2


Red Hat Customer Portal

'[security bulletin] HPSBMU03020 rev.1 - HP Version Control Agent (VCA) and Version Control Repositor' - MARC

OpenSSL TLS 'heartbeat' Extension Multiple Information Disclosure Vulnerabilities

Enterprise Chef 1.4.9 Release | Chef Blog

HP Support document - HP Support Center

Chef Server 11.0.12 Release | Chef Blog

www.openssl.org/news/secadv_20140407.txt

Pony Mail!

Apache Mail Archives

News - Product Security - Security advisories - 2014 - fsc-2014-1 | F-Secure

Splunk 6.0.3 addresses two vulnerabilities - April 10, 2014 | Splunk

[security-announce] SUSE Security Announcement: openssl "HeartBleed" att

IBM Security Bulletin: IBM Endpoint Manager 9.1.1065 – OpenSSL Vulnerability Update (CVE-2014-0160) - United States

Schneider Electric

Vulnerability Note VU#720951 - OpenSSL TLS heartbeat extension read overflow discloses sensitive information

'[security bulletin] HPSBMU02994 rev.1 - HP BladeSystem c-Class Onboard Administrator (OA) running Op' - MARC

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

690308 Free Berkeley Software Distribution (FreeBSD) Security Update for Open Secure Sockets Layer (OpenSSL) (5631ae98-be9e-
11e3-b5e3-c80aa9043978)
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