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Summary

CVE CVE-2014-0167

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 14:55:00 UTC

Updated 2023-02-13 00:34:00 UTC

Description The Nova EC2 API security group implementation in OpenStack Compute (Nova) 2013.1 before 2013.2.4 and icehouse before icehouse-rc2 does not enforce RBAC policies for (1) add_rules, (2) remove_rules, (3) destroy, and other unspecified methods in compute/api.py when using non-default policies, which allows remote authenticated users to gain privileges via these API requests.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Compute 2013.1 All All All

Application Openstack Compute 2013.1.1 All All All

Application Openstack Compute 2013.1.2 All All All

Application Openstack Compute 2013.1.3 All All All

Application Openstack Compute 2013.2 All All All

Application Openstack Compute 2013.2.1 All All All

Application Openstack Compute 2013.2.2 All All All

Application Openstack Compute 2013.2.3 All All All

Application Openstack Compute 2013.1 All All All

Application Openstack Compute 2013.1.1 All All All

Application Openstack Compute 2013.1.2 All All All

Application Openstack Compute 2013.1.3 All All All

Application Openstack Compute 2013.2 All All All

Application Openstack Compute 2013.2.1 All All All

Application Openstack Compute 2013.2.2 All All All

Application Openstack Compute 2013.2.3 All All All

Application Openstack Icehouse - All All All
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Application Openstack Icehouse - All All All

Application Openstack Icehouse - All All All

References

Reference Source Link

Bug 1084868 – CVE-2014-0167 openstack-nova: RBAC policy not properly enforced in Nova EC2 API MISC bugzilla.redhat.com

access.redhat.com | CVE-2014-0167 MISC access.redhat.com

Bug #1290537 “[0SSA 2014-011] RBAC policy not enforced when addi...” : Bugs : OpenStack Compute (nova) CONFIRM launchpad.net

USN-2247-1: OpenStack Nova vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat Customer Portal MISC access.redhat.com

oss-security - [OSSA 2014-011] RBAC policy not properly enforced in Nova EC2 API (CVE-2014-0167) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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