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Summary

CVE CVE-2014-0183

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-02 20:15:00 UTC

Updated 2020-01-10 18:17:00 UTC

Description Versions of Katello as shipped with Red Hat Subscription Asset Manager 1.4 are vulnerable to a XSS via HTML in the systems name when registering.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Subscription Asset Manager 1.4.0 All All All

Application Redhat Subscription Asset Manager 1.4.0 All All All

References

Reference

CVE-2014-0183 - Red Hat Customer Portal

1094592 – (CVE-2014-0183) CVE-2014-0183 Katello XSS: HTML in systems name (when registering) gets interpreted on system information page

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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