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WebSocketO8FrameDecoder in Netty 3.6.x before 3.6.9, 3.7.x before 3.7.1, 3.8.x before 3.8.2, 3.9.x before 3.9.1, and 4.0.x
| |

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Netty Netty 3.6.0 All Al Al
Netty Netty 3.6.1 All All All
Netty Netty 3.6.2 All Al Al
Netty Netty 3.6.3 All All All
Netty Netty 3.6.4 Al Al Al
Netty Netty 3.6.5 All All All
Netty Netty 3.6.6 All Al Al
Netty Netty 3.6.7 All All All
Netty Netty 3.6.8 All All All
Netty Netty 3.7.0 All All All
Netty Netty 3.8.0 All All All
Netty Netty 3.8.1 All All All
Netty Netty 3.9.0 All All All
Netty Netty 4.0.0 All All All
Netty Netty 4.01 All All All
Netty Netty 4.0.10 All All All
Netty Netty 4.0.11 All All All
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Application Netty Netty 4.0.15 All All All

Application Netty Netty 4.0.16 All All All

Application Netty Netty 4.0.17 All All All

Application Netty Netty 4.0.18 All All All

Application Netty Netty 4.0.2 All All All

Application Netty Netty 4.0.3 All All All

Application Netty Netty 4.0.4 All All All

Application Netty Netty 4.0.5 All All All

Application Netty Netty 4.0.6 All All All

Application Netty Netty 4.0.7 All All All

Application Netty Netty 4.0.8 All All All

Application Netty Netty 4.0.9 All All All

Reference Source Link

Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Security Advisory SA59290 - Red Hat update for Red Hat JBoss BRMS - Secunia SECUNIA  secunia.com
Security Advisory SA58280 - Netty WebSocket08FrameDecoder Denial of Service Vulnerability - Secunia  SECUNIA  secunia.com
Netty.news: Release day! CONFIRM  netty.io

Pony Mail! MLIST lists.apache.org
[SECURITY] [DLA 2110-1] netty-3.9 security update MLIST lists.debian.org
Pony Mail! MISC lists.apache.org
Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Fix a resource usage problem in the WebSocketO8FrameDecoder - Issue #2441 - netty/netty - GitHub CONFIRM  github.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Netty 'WebSocketO8FrameDecoder' Class Denial of Service Vulnerability BID www.securityfocus.c
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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241029 Red Hat Update for JBoss Enterprise Application Platform 6.3.0 (RHSA-2014:1020)

241030 Red Hat Update for JBoss Enterprise Application Platform 6.3.0 (RHSA-2014:1019)

994824 Java (Maven) Security Update for io.netty:netty (GHSA-7vpg-g998-qpv7)
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