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Summary

CVE CVE-2014-0198

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-06 10:44:00 UTC

Updated 2022-08-29 20:50:00 UTC

Description The do_ssl3_write function in s3_pkt.c in OpenSSL 1.x through 1.0.1g, when SSL_MODE_RELEASE_BUFFERS is enabled, does not properly manage a buffer pointer during certain recursive calls, which allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via vectors that trigger an alert condition.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Application Mariadb Mariadb All All All All

Application Openssl Openssl 1.0.0 All All All

Application Openssl Openssl 1.0.0 beta1 All All

Application Openssl Openssl 1.0.0 beta2 All All

Application Openssl Openssl 1.0.0 beta3 All All

Application Openssl Openssl 1.0.0 beta4 All All

Application Openssl Openssl 1.0.0 beta5 All All

Application Openssl Openssl 1.0.0a All All All

Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All
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Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All

Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl 1.0.0 All All All

Application Openssl Openssl 1.0.0 beta1 All All

Application Openssl Openssl 1.0.0 beta2 All All

Application Openssl Openssl 1.0.0 beta3 All All

Application Openssl Openssl 1.0.0 beta4 All All

Application Openssl Openssl 1.0.0 beta5 All All

Application Openssl Openssl 1.0.0a All All All

Application Openssl Openssl 1.0.0b All All All

Application Openssl Openssl 1.0.0c All All All

Application Openssl Openssl 1.0.0d All All All

Application Openssl Openssl 1.0.0e All All All

Application Openssl Openssl 1.0.0f All All All

Application Openssl Openssl 1.0.0g All All All

Application Openssl Openssl 1.0.0h All All All

Application Openssl Openssl 1.0.0i All All All

Application Openssl Openssl 1.0.0j All All All

Application Openssl Openssl 1.0.0k All All All
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Application Openssl Openssl 1.0.0l All All All

Application Openssl Openssl 1.0.1 All All All

Application Openssl Openssl 1.0.1 beta1 All All

Application Openssl Openssl 1.0.1 beta2 All All

Application Openssl Openssl 1.0.1 beta3 All All

Application Openssl Openssl 1.0.1a All All All

Application Openssl Openssl 1.0.1b All All All

Application Openssl Openssl 1.0.1c All All All

Application Openssl Openssl 1.0.1d All All All

Application Openssl Openssl 1.0.1e All All All

Application Openssl Openssl 1.0.1f All All All

Application Openssl Openssl 1.0.1g All All All

Application Openssl Openssl All All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Suse Linux Enterprise Desktop 12 - All All

Operating System Suse Linux Enterprise Server 12 - All All

Operating System Suse Linux Enterprise Software Development Kit 12 - All All

Operating System Suse Linux Enterprise Workstation Extension 12 - All All
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IBM Security Bulletin: IBM Security Network Protection is affected by the following OpenSSL vulnerabilities: CVE-2014-0224, CVE-2014-0198, CVE-2010-5298, CVE-2014-3470 - United States

[SECURITY] Fedora 20 Update: openssl-1.0.1e-39.fc20

Security Advisory SA58939 - IBM SmartCloud Orchestrator OpenSSL Multiple Vulnerabilities - Secunia

Oracle Critical Patch Update - October 2017

IBM Support

support.f5.com/kb/en-us/solutions/public/15000/300/sol15329.html

VMSA-2014-0006.11 | United States

Security Advisory SA59440 - IBM Security Network Protection Security Issue and Multiple Vulnerabilities - Secunia

OpenBSD 5.5 errata

Security Advisory SA59306 - IBM i OpenSSL Multiple Vulnerabilities - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

http://www-01.ibm.com/support/docview.wss?uid=swg21677836
http://marc.info/?l=bugtraq&m=140448122410568&w=2
http://secunia.com/advisories/58667
http://secunia.com/advisories/59310
https://cert-portal.siemens.com/productcert/pdf/ssa-234763.pdf
http://www-01.ibm.com/support/docview.wss?uid=swg21676062
http://secunia.com/advisories/59190
http://www-01.ibm.com/support/docview.wss?uid=swg21677527
http://www.ibm.com/support/docview.wss?uid=swg24037783
http://secunia.com/advisories/59126
http://www.debian.org/security/2014/dsa-2931
http://www-01.ibm.com/support/docview.wss?uid=swg21676419
http://secunia.com/advisories/59284
http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=MIGR-5095754
http://www.securityfocus.com/archive/1/534161/100/0/threaded
http://www.blackberry.com/btsc/KB36051
http://secunia.com/advisories/61254
http://secunia.com/advisories/59491
http://www-01.ibm.com/support/docview.wss?uid=swg21676529
http://lists.fedoraproject.org/pipermail/package-announce/2014-August/136473.html
http://secunia.com/advisories/58939
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=MIGR-5095757
http://support.f5.com/kb/en-us/solutions/public/15000/300/sol15329.html
http://www.vmware.com/security/advisories/VMSA-2014-0006.html
http://secunia.com/advisories/59440
http://www.openbsd.org/errata55.html#005_openssl
http://secunia.com/advisories/59306
https://www.cve.org/CVERecord?id=CVE-2014-0198
https://nvd.nist.gov/vuln/detail/CVE-2014-0198
http://cve.report/qid/390226
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390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)

http://cve.report/qid/390284
http://cve.report/qid/590349
http://cve.report/qid/591311
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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