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CVE CVE-2014-0219
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-15 18:29:00 UTC
Updated 2019-01-08 14:14:00 UTC
Description Apache Karaf before 4.0.10 enables a shutdown port on the loopback interface, which allows local users to cause a denial

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Karaf All All All All

Application Apache Karaf All All All All

Reference Source Link Tags
1095974 — (CVE-2014-0219) CVE-2014-0219 Karaf: denial of service via shutdown port CONFIRM bugzilla.redhat.com Issue Track
Apache Karaf CVE-2014-0219 Local Denial of Service Vulnerability BID www.securityfocus.com  Third Party
karaf.apache.org/security/cve-2014-0219.txt CONFIRM  karaf.apache.org Vendor Adv
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a
4 | 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376223 Apache Karaf Multiple Vulnerabilities


https://cve.report/
https://cve.report/CVE-2014-0219/mitre
https://cve.report/CVE-2014-0219/nist
https://cve.report/CVE-2014-0219/cve_org
https://cve.report/CVE-2014-0219.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/karaf
http://cve.report/vendor/apache
http://cve.report/software/apache/karaf
https://bugzilla.redhat.com/show_bug.cgi?id=1095974
http://www.securityfocus.com/bid/101872
http://karaf.apache.org/security/cve-2014-0219.txt
https://www.cve.org/CVERecord?id=CVE-2014-0219
https://nvd.nist.gov/vuln/detail/CVE-2014-0219
http://cve.report/qid/376223
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