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Summary

CVE CVE-2014-0222

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-04 21:55:00 UTC

Updated 2023-02-13 00:37:00 UTC

Description Integer overflow in the qcow_open function in block/qcow.c in QEMU before 1.7.2 allows remote attackers to cause a denial of service (crash) via a large L2 table in a QCOW version 1 image.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All

Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0 All All All

Application Qemu Qemu 0.11.0 rc0 All All

Application Qemu Qemu 0.11.0 rc1 All All
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Application Qemu Qemu 0.11.0 rc1 All All

Application Qemu Qemu 0.11.0 rc2 All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.11.1 All All All

Application Qemu Qemu 0.12.0 All All All

Application Qemu Qemu 0.12.0 rc1 All All

Application Qemu Qemu 0.12.0 rc2 All All

Application Qemu Qemu 0.12.1 All All All

Application Qemu Qemu 0.12.2 All All All

Application Qemu Qemu 0.12.3 All All All

Application Qemu Qemu 0.12.4 All All All

Application Qemu Qemu 0.12.5 All All All

Application Qemu Qemu 0.13.0 All All All

Application Qemu Qemu 0.13.0 rc0 All All

Application Qemu Qemu 0.13.0 rc1 All All

Application Qemu Qemu 0.14.0 All All All

Application Qemu Qemu 0.14.0 rc0 All All

Application Qemu Qemu 0.14.0 rc1 All All

Application Qemu Qemu 0.14.0 rc2 All All

Application Qemu Qemu 0.14.1 All All All

Application Qemu Qemu 0.15.0 rc1 All All

Application Qemu Qemu 0.15.0 rc2 All All

Application Qemu Qemu 0.15.1 All All All

Application Qemu Qemu 0.15.2 All All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All

Application Qemu Qemu 0.5.3 All All All
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Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All

Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

Application Qemu Qemu 1.0 All All All

Application Qemu Qemu 1.0 rc1 All All

Application Qemu Qemu 1.0 rc2 All All

Application Qemu Qemu 1.0 rc3 All All

Application Qemu Qemu 1.0 rc4 All All

Application Qemu Qemu 1.0.1 All All All

Application Qemu Qemu 1.1 All All All

Application Qemu Qemu 1.1 rc1 All All

Application Qemu Qemu 1.1 rc2 All All

Application Qemu Qemu 1.1 rc3 All All

Application Qemu Qemu 1.1 rc4 All All

Application Qemu Qemu 1.4.1 All All All

Application Qemu Qemu 1.4.2 All All All

Application Qemu Qemu 1.5.0 All All All

Application Qemu Qemu 1.5.0 rc1 All All

Application Qemu Qemu 1.5.0 rc2 All All

Application Qemu Qemu 1.5.0 rc3 All All

Application Qemu Qemu 1.5.1 All All All

Application Qemu Qemu 1.5.2 All All All

Application Qemu Qemu 1.5.3 All All All

Application Qemu Qemu 1.6.0 All All All

Application Qemu Qemu 1.6.0 rc1 All All

Application Qemu Qemu 1.6.0 rc2 All All
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Application Qemu Qemu 1.6.0 rc2 All All

Application Qemu Qemu 1.6.0 rc3 All All

Application Qemu Qemu 1.6.1 All All All

Application Qemu Qemu 1.6.2 All All All

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All

Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0 All All All

Application Qemu Qemu 0.11.0 rc0 All All

Application Qemu Qemu 0.11.0 rc1 All All

Application Qemu Qemu 0.11.0 rc2 All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.11.1 All All All

Application Qemu Qemu 0.12.0 All All All

Application Qemu Qemu 0.12.0 rc1 All All

Application Qemu Qemu 0.12.0 rc2 All All

Application Qemu Qemu 0.12.1 All All All

Application Qemu Qemu 0.12.2 All All All

Application Qemu Qemu 0.12.3 All All All

Application Qemu Qemu 0.12.4 All All All

Application Qemu Qemu 0.12.5 All All All

Application Qemu Qemu 0.13.0 All All All

Application Qemu Qemu 0.13.0 rc0 All All
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Application Qemu Qemu 0.13.0 rc1 All All

Application Qemu Qemu 0.14.0 All All All

Application Qemu Qemu 0.14.0 rc0 All All

Application Qemu Qemu 0.14.0 rc1 All All

Application Qemu Qemu 0.14.0 rc2 All All

Application Qemu Qemu 0.14.1 All All All

Application Qemu Qemu 0.15.0 rc1 All All

Application Qemu Qemu 0.15.0 rc2 All All

Application Qemu Qemu 0.15.1 All All All

Application Qemu Qemu 0.15.2 All All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All

Application Qemu Qemu 0.5.3 All All All

Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All

Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

Application Qemu Qemu 1.0 All All All

Application Qemu Qemu 1.0 rc1 All All
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Application Qemu Qemu 1.0 rc2 All All

Application Qemu Qemu 1.0 rc3 All All

Application Qemu Qemu 1.0 rc4 All All

Application Qemu Qemu 1.0.1 All All All

Application Qemu Qemu 1.1 All All All

Application Qemu Qemu 1.1 rc1 All All

Application Qemu Qemu 1.1 rc2 All All

Application Qemu Qemu 1.1 rc3 All All

Application Qemu Qemu 1.1 rc4 All All

Application Qemu Qemu 1.4.1 All All All

Application Qemu Qemu 1.4.2 All All All

Application Qemu Qemu 1.5.0 All All All

Application Qemu Qemu 1.5.0 rc1 All All

Application Qemu Qemu 1.5.0 rc2 All All

Application Qemu Qemu 1.5.0 rc3 All All

Application Qemu Qemu 1.5.1 All All All

Application Qemu Qemu 1.5.2 All All All

Application Qemu Qemu 1.5.3 All All All

Application Qemu Qemu 1.6.0 All All All

Application Qemu Qemu 1.6.0 rc1 All All

Application Qemu Qemu 1.6.0 rc2 All All

Application Qemu Qemu 1.6.0 rc3 All All

Application Qemu Qemu 1.6.1 All All All

Application Qemu Qemu 1.6.2 All All All

Application Qemu Qemu All All All All

Operating System Suse Linux Enterprise Server 11.0 sp1 All All

Operating System Suse Linux Enterprise Server 11.0 sp1 All All

References

Reference Source Link Tags

[SECURITY] Fedora 20 Update: qemu-1.6.2-6.fc20 FEDORA lists.fedoraproject.org

[Qemu-stable] [ANNOUNCE] QEMU 1.7.2 Stable released MLIST lists.nongnu.org Patch

Red Hat Customer Portal MISC access.redhat.com

openSUSE-SU-2015:1965-1: moderate: Security update for xen SUSE lists.opensuse.org

Red Hat Customer Portal MISC access.redhat.com

[Qemu-devel] [PATCH 3/5] qcow1: Validate L2 table size (CVE-2014-0222) MLIST lists.gnu.org Exploit
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