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Summary

CVE CVE-2014-0226

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-20 11:12:00 UTC

Updated 2023-11-07 02:18:00 UTC

Description Race condition in the mod_status module in the Apache HTTP Server before 2.4.10 allows remote attackers to cause a denial of service (heap-based buffer overflow), or possibly obtain sensitive credential information or execute arbitrary code, via a crafted request that triggers improper scoreboard handling within the status_handler function in modules/generators/mod_status.c and the lua_ap_scoreboard_worker function in modules/lua/lua_request.c.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.4.1 All All All

Application Apache Http Server 2.4.2 All All All

Application Apache Http Server 2.4.3 All All All

Application Apache Http Server 2.4.4 All All All

Application Apache Http Server 2.4.6 All All All

Application Apache Http Server 2.4.7 All All All

Application Apache Http Server 2.4.8 All All All

Application Apache Http Server 2.4.1 All All All

Application Apache Http Server 2.4.2 All All All

Application Apache Http Server 2.4.3 All All All

Application Apache Http Server 2.4.4 All All All

Application Apache Http Server 2.4.6 All All All

Application Apache Http Server 2.4.7 All All All

Application Apache Http Server 2.4.8 All All All

Application Apache Http Server All All All All

Operating System Debian Debian Linux 7.0 All All All
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Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Oracle Enterprise Manager Ops Center 11.1.3 All All All

Application Oracle Enterprise Manager Ops Center 12.1.4 All All All

Application Oracle Http Server 10.1.3.5.0 All All All

Application Oracle Http Server 11.1.1.7.0 All All All

Application Oracle Http Server 12.1.2.0 All All All

Application Oracle Http Server 12.1.3.0 All All All

Application Oracle Secure Global Desktop 4.63 All All All

Application Oracle Secure Global Desktop 4.71 All All All

Application Oracle Secure Global Desktop 5.0 All All All

Application Oracle Secure Global Desktop 5.1 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All
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