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CVE CVE-2014-0227
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-16 00:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description java/org/apache/coyote/http11/filters/ChunkedinputFilter.java in Apache Tomcat 6.x before 6.0.42, 7.x before 7.0.55, and 8.

/ |

Risk And Classification

Primary CVSS: v2.0 6.4 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:P

Problem Types: CWE-19 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 6.0.0 All All All
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Application Apache lomcat 8.0.3 All All All
Application Apache Tomcat 8.0.5 All All All

Application Apache Tomcat 8.0.8 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://tomcat.apache.org/security-6.html
http://www.debian.org/security/2016/dsa-3530
http://rhn.redhat.com/errata/RHSA-2015-0765.html
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95%2540%253Cdev.tomcat.apache.org%253E
http://archives.neohapsis.com/archives/bugtraq/2015-02/0067.html
http://rhn.redhat.com/errata/RHSA-2015-0983.html
http://advisories.mageia.org/MGASA-2015-0081.html
https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c%2540%253Cdev.tomcat.apache.org%253E
http://svn.apache.org/viewvc?view=revision&revision=1600984
https://lists.apache.org/thread.html/b8a1bf18155b552dcf9a928ba808cbadad84c236d85eab3033662cfb@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/39ae1f0bd5867c15755a6f959b271ade1aea04ccdc3b2e639dcd903b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/37220405a377c0182d2afdbc36461c4783b2930fbeae3a17f1333113@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/b84ad1258a89de5c9c853c7f2d3ad77e5b8b2930be9e132d5cef6b95@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r03c597a64de790ba42c167efacfa23300c3d6c9fe589ab87fe02859c@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r587e50b86c1a96ee301f751d50294072d142fd6dc08a8987ae9f3a9b@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c@%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2014-0227
https://nvd.nist.gov/vuln/detail/CVE-2014-0227
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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