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CVE CVE-2014-0228
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 17:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description Apache Hive before 0.13.1, when in SQL standards based authorization mode, does not properly check the file permissions

/ |

Risk And Classification

Primary CVSS: v2.0 3.5 from nvd@nist.gov

AV:N/AC:M/Au:S/C:P/I:N/A:N

Problem Types: CWE-284 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:S/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Hive All All All All


https://cve.report/
https://cve.report/CVE-2014-0228/mitre
https://cve.report/CVE-2014-0228/nist
https://cve.report/CVE-2014-0228/cve_org
https://cve.report/api/cve/CVE-2014-0228.json
https://cve.report/CVE-2014-0228.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/hive

Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

Apache Hive 0.13.0 Authorization Failure =~ Packet Storm
SecurityFocus

CVE-2014-0228: Apache Hive Authorization vulnerability
CVE-2014-0228: Apache Hive Authorization vulnerability
CVE Program record

NVD vulnerability detail

1]

Source

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

af854a3a-2127-422b-91ae-364da2661108

MITRE

CVE.ORG

NVD

Link Tags
packetstormsecurity.com
www.securityfocus.com
mail-archives.apache.org
mail-archives.apache.org
WwWw.cve.org canonice

nvd.nist.gov canonice

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980828 Java (maven) Security Update for org.apache.hive:hive-exec (GHSA-w4x9-4f5x-8jj8)
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://packetstormsecurity.com/files/127091/Apache-Hive-0.13.0-Authorization-Failure.html
http://www.securityfocus.com/archive/1/532418/100/0/threaded
http://mail-archives.apache.org/mod_mbox/hive-user/201406.mbox/%253CCABgNGzeN7E+9d=YV5yvnKA7wmSx1op_avtUjPcPtDaR6DLJM6g%2540mail.gmail.com%253E
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http://cve.report/qid/980828
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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