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The internal DNS server in Samba 4.x before 4.0.18 does not check the QR field in the header section of an incoming DNS
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba All All All All
Samba Samba 4.01 All All All
Samba Samba 4.0.10 All All All
Samba Samba 4.0.11 All All All
Samba Samba 4.0.12 All All All
Samba Samba 4.0.13 All All All
Samba Samba 4.0.14 All All All
Samba Samba 4.0.15 All All All
Samba Samba 4.0.16 All All All
Samba Samba 4.017 All All All
Samba Samba 4.0.2 All All All
Samba Samba 4.0.3 All All All
Samba Samba 4.0.4 All All All
Samba Samba 4.05 All All All
Samba Samba 4.0.6 All All All
Samba Samba 4.0.7 All All All
Samba Samba 4.0.8 All All All
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Samba DNS Protocol Handling Denial of Service Vulnerability

Samba: Multiple vulnerabilities (GLSA 201502-15) — Gentoo security
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Samba DNS Reply Flag Processing Flaw Lets Remote Users Deny Service - SecurityTracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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