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CVE CVE-2014-0243
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-19 17:29:00 UTC
Updated 2023-11-07 02:18:00 UTC
Description Check_MK through 1.2.5i2p1 allows local users to read arbitrary files via a symlink attack to a file in /var/lib/check_mk_agel

/

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Check Mk Project Check Mk 1.2.5 i2p1 All All

Application Check Mk Project Check Mk 1.2.5 i2p1 All All

Application Check Mk Project Check Mk All All All All

Reference Source L
GitHub - tribe29/checkMK: CheckMK - Best-in-class infrastructure & application monitoring CONFIRM ¢
[SECURITY] Fedora 20 Update: check-mk-1.2.4p2-2.fc20 FEDORA li

GitHub - tribe29/checkMK: CheckMK - Best-in-class infrastructure & application monitoring

(@)

Full Disclosure: LSE Leading Security Experts GmbH - LSE-2014-05-21 - Check_MK - Arbitrary File Disclosure Vulnerability =~ FULLDISC s

GitHub - tribe29/checkMK: CheckMK - Best-in-class infrastructure & application monitoring o
Bug 1101669 — CVE-2014-0243 check-mk: arbitrary file disclosure flaw as root CONFIRM
SecurityFocus BUGTRAQ v
Check_MK Arbitrary File Disclosure ~ Packet Storm MISC £
Security Advisory SA58536 - Check MK Insecure File Access Security Issue - Secunia SECUNIA s
[SECURITY] Fedora 19 Update: check-mk-1.2.4p2-2.fc19 FEDORA li

oss-security - LSE Leading Security Experts GmbH - LSE-2014-05-21 - Check_MK - Arbitrary File Disclosure Vulnerability MLIST v
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http://seclists.org/fulldisclosure/2014/May/145
http://git.mathias-kettner.de/git/?p=check_mk.git%253Ba=commit%253Bh=0426323df1641596c4f01ef5a716a3b65276f01c
https://bugzilla.redhat.com/show_bug.cgi?id=1101669
https://www.securityfocus.com/archive/1/532224/100/0/threaded
http://packetstormsecurity.com/files/126857/Check_MK-Arbitrary-File-Disclosure.html
https://secuniaresearch.flexerasoftware.com/advisories/58536
http://lists.fedoraproject.org/pipermail/package-announce/2014-June/134160.html
http://www.openwall.com/lists/oss-security/2014/05/28/1

Check_MK File Processing Arbitrary File Disclosure Vulnerability BID v

GitHub - tribe29/checkMK: CheckMK - Best-in-class infrastructure & application monitoring CONFIRM ¢
CVE Program record CVE.ORG v
NVD vulnerability detail NVD n

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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