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CVE CVE-2014-0247
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-03 17:55:05 UTC
Updated 2026-05-06 22:30:45 UTC
Description LibreOffice 4.2.4 executes unspecified VBA macros automatically, which has unspecified impact and attack vectors, possib

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All


https://cve.report/
https://cve.report/CVE-2014-0247/mitre
https://cve.report/CVE-2014-0247/nist
https://cve.report/CVE-2014-0247/cve_org
https://cve.report/api/cve/CVE-2014-0247.json
https://cve.report/CVE-2014-0247.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Fedoraproject Fedora 19 All All
Application Libreoffice Libreoffice 424 All All
Operating System Opensuse Opensuse 13.1 All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All
Operating System Redhat Enterprise Linux Server 7.0 All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All

Vendor Declared Affected Products

All

All

All

All

All

All

Source Vendor Product Version Platforms

CNA Na N/a affected n/a

Not specified

References

Reference

LibreOffice CVE-2014-0247 Security Vulnerability

CVE-2014-0247 | LibreOffice - Free Office Suite - Fun Project - Fantastic People

USN-2253-1: LibreOffice vulnerability | Ubuntu

Diff - 4d2113250fa7ed62fe2c53ed0f76e3de5875cb81..1b0402f87c9b17fef2141130bfaal798ecebbald - core - Gitiles
CVE-2014-0247 | Ubuntu

[SECURITY] Fedora 19 Update: libreoffice-4.1.6.2-7.fc19

Red Hat Customer Portal

Security Advisory SA59330 - Ubuntu update for libreoffice - Secunia

Gentoo Linux Documentation -- OpenOffice, LibreOffice: Multiple vulnerabilities

Security Advisory SA60799 - Gentoo openoffice Multiple Vulnerabilties - Secunia

13580 — libreoffice new security issues CVE-2014-0247, CVE-2014-3524, CVE-2014-3575
openSUSE-SU-2014:0860-1: moderate: libreoffice: Update fixes over 80 bug

Security Advisory SA57383 - LibreOffice VBAProject Element VBA Macro Execution Vulnerability - Secunia

Red Hat Customer Portal

access.redhat.com | CVE-2014-0247

1111083 — (CVE-2014-0247) CVE-2014-0247 libreoffice: VBA macros executed unconditionally

Diff - 4d2113250fa7ed62fe2c53ed0f76e3de5875cb81..1b0402f87c9b17fef2141130bfaal798ecebbald - core - Gitiles
CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://people.canonical.com/~ubuntu-security/cve/2014/CVE-2014-0247.html
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