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Summary

CVE CVE-2014-0257

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-12 04:50:00 UTC

Updated 2018-10-12 22:05:00 UTC

Description Microsoft .NET Framework 1.0 SP3, 1.1 SP1, 2.0 SP2, 3.5, 3.5.1, 4, 4.5, and 4.5.1 does not properly determine whether it is safe to execute a method, which allows remote attackers to execute arbitrary code via (1) a crafted web site or (2) a crafted .NET Framework application that exposes a COM server endpoint, aka "Type Traversal Vulnerability."

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft .net Framework 1.0 sp3 All All

Application Microsoft .net Framework 1.1 sp1 All All

Application Microsoft .net Framework 2.0 sp2 All All

Application Microsoft .net Framework 3.5 All All All

Application Microsoft .net Framework 3.5.1 All All All

Application Microsoft .net Framework 4.0 All All All

Application Microsoft .net Framework 4.5 All All All

Application Microsoft .net Framework 4.5.1 All All All

Application Microsoft .net Framework 1.0 sp3 All All

Application Microsoft .net Framework 1.1 sp1 All All

Application Microsoft .net Framework 2.0 sp2 All All

Application Microsoft .net Framework 3.5 All All All

Application Microsoft .net Framework 3.5.1 All All All

Application Microsoft .net Framework 4.0 All All All

Application Microsoft .net Framework 4.5 All All All

Application Microsoft .net Framework 4.5.1 All All All

https://cve.report/
https://cve.report/CVE-2014-0257/mitre
https://cve.report/CVE-2014-0257/nist
https://cve.report/CVE-2014-0257/cve_org
https://cve.report/api/cve/CVE-2014-0257.json
https://cve.report/CVE-2014-0257.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/.net_framework


References

Reference Source Link

103163 OSVDB www.osvdb.org

.NET Deployment Service - IE Sandbox Escape (MS14-009) EXPLOIT-DB www.exploit-db.com

Security Advisory SA56793 - Microsoft .NET Framework Denial of Service and Type Traversal Vulnerabilities - Secunia SECUNIA secunia.com

MS14-009 .NET Deployment Service IE Sandbox Escape ≈ Packet Storm MISC packetstormsecurity.com

Microsoft Security Bulletin MS14-009 - Important | Microsoft Docs MS docs.microsoft.com

Microsoft .NET Bugs Lets Remote Users Execute Arbitrary Code and Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Microsoft .NET Framework CVE-2014-0257 Remote Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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